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New “Crypto” Ransomware Lurks in the Shadows

Another “crypto” ransomware variant has been lurking in the shadows and is dastardly removing the

volume shadow copies on your system, disallowing you from restoring and then encrypting your files for

ransom.
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Shadow Copy is a technology included in Microsoft Windows that allows the taking of backup copies
(snapshots) of computer files or volumes. The best part is that these backups can be taken even when the

files are in use. It is implemented as a Windows service called the “Volume Shadow Copy Service'

Shadow copies can be created on local and external (removable or network) volumes by any Windows
component that utilizes it, such as when creating a scheduled Windows backup or automatic system

restore point.

Based on that description, you can see why the removing of these files is beneficial to attackers. If you

cannot recover from backups, you are at their mercy.

Sample detonated for this post:

e MD5
* C24605589c71eb4835f3€€2654812315
e SHA1
e b078772e826eaf2c736b96e7844f3828d2666b6f

¢ |nitial location on the test system
e C:\Users\master\Desktop\c24605589c71eb4835f3e€2654812315.b078772e826eaf2
c736b9g6e7844f3828d2666b6f.exe

Files Written:

\Device\KsecDD

C:\f1fg4d81\f1fg4d81.exe

C:\Users\master\AppData\Roaming\fifg4d81.exe

C:\Users\master\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\fifg4d81.exe

Files Read:

o C:\Windows\syswow64\svchost.exe

* C\Windows\syswow64\vssadmin.exe

Processes spawned:
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e C:\Users\master\Downloads\PDMHSOFE\webpage-38715fa8845ad8844759960e8b8a34b3.zip.exe
e C:\Users\master\Downloads\PDMHSOFE\webpage-38715fa8845ad8844759960e8b8a34b3.zip.exe
e C:A\Windows\syswow64\svchost.exe -k netsvcs

o C:\Windows\syswow64\vssadmin.exe vssadmin.exe Delete Shadows /All /Quiet

o CAWindows\SysWOW64\NOTEPAD.EXE C:\Windows\system32\NOTEPAD.EXE
C:\Users\master\Desktop\HELP_DECRYPT.TXT

e C:\Program Files (x86)\Internet Explorer\iexplore.exe “C:\Program Files (x86)\Internet

Explorer\iexplore.exe" -nohome

e C:\Program Files (x86)\Internet Explorer\iexplore.exe “C:\Program Files (x86)\Internet
Explorer\iexplore.exe" SCODEF:2184 CREDAT:14337

What happens on the host from the host point of view:

The first thing this malware does is delete itself from the original location it was run from and create a new
binary in the user's roaming appdata directory. This is extremely common among Trojan malwares.
C:\Users\<username>\appdata\Roaming (Windows 7) is the first place | check for newly created

directories and binaries because it is so common.

1 File<{s> 225,288 hytes
5 Dirds> 43.191.943.168 hytes free

slUsepssmasters~AppDatas~Roaming>
tsllserstmaster~AppData~Roaming >
sUsepssmaster~AppData~Roaming>
sserssmastersAppDatasRoaming >
tsllserstmaster~AppData~Roaming >
sUsepssmaster~AppData~Roaming>
tslserssmastersApplatasRBoaming >dir
Uolume in drive C has no label.
Uolume Serial Mumber is 1AS55—965E

Directory of C:slUserssmaszter~AppDatasRoaming

A4:88 PM <{DIR>
64:00 Pr .
673826815 B4:08 PM 295 280 F1f9?4d81._exe
S LTS AL - i ITUEITL AL 1S
Ad-12.-20811 5 <DIR> Media Center Programs

1 File<s> 225, 288 bytes
5 Dird<s) 43.191.943.168 hytes free

C:~Users mazter~Applata>~Roaming>

Next the malware creates a persistence mechanism by copying itself to the user's startup programs

directory. This is a common technique and is a location that should always be checked for new binaries.
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C:xUserssmaster~Applata~Roaming*~Microsof t*Windows*Start Menu Programs:Startup>di
-

Uolume in drive C has no lahel.

Uolume Serial Mumber iz 1A55-9265E

Directory of C:xlUzersimastersAppDataRoaming“Microsoft Windows*Start MenuProgr

amss~Startup

A7-30-2015 B4:80 PM <DIR> .
A7-38-2015 B4:08 PM <DIR> .-
A7-38-2015 BA4:880 PM 225,288 fif94d81_exe
1 Filed{s> 225,288 hytes
2 Dirdis> 43.198.611.268 hytes free

C:xUsers master~Applata*Roaming~Microsof t*Windows*Start Menu~FPrograms:Startup’

The third action this malware takes is to create a hidden folder in the root directory of the files system. You
can see below that the folder was created within seconds of the original binary being deleted and the

other two binaries being written to the filesystem.

Y Command Prompt

Czx2>dir Aacth
Uolume in drive C has no label.
Uolume Serial Mumber is 1A55-?65E

Directory of G

a7-14-2815 10:82 <DIR> SRecycle.Bin

A7-15-.2815 10:82 <DIR> Boot

Hii1-28-.20810 11:23 383.786 bootmgr

A7-14-2815 @1:58 8.192 BOOTEECT.BAK

rim . W LTriril (rEEruril F TUALOT T ably The e o b and Settings [c:\USEl"S]

67.30.-2015 04:08 <DIR> f1f74dgi

N s X L DO = JE I Gl I0 . FOL 100 PHAYET J.J.t:-:.iys

A7-16.-.2015% 12:22 <DIR> ProgramData

A7-14-.2815 16:81 <DIR> Recovery

A7 292015 A8:19 <DIR> System Uolume Information
3 Fileds» 2.147.343.146 bhytes
? Dirds)> 43.187.834.8B80 hytez free

Inside this new file is yet another copy of the binary. It seems like the malware author is afraid of these

binaries being found and creates backup plans for their backup plans. That kind of paranoia isn't healthy.
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C:sred c:sF1F94d81

c:wF1f94d81 >dir

Uolume in drive C has no lahel.
Uolume Serial Mumber iz 1AS55—965E

Directory of c:~Ffl1f?4d81

A7-38-.2815 B4:8680 PH 225,280 f1f?4d81 . exe
1 File<s> 225,288 hytes
A Dird<s>» 43.187.834_.888 bhytes free

c:~f1f94d81>

Next up, the malware starts creating registry values so it can be started in the background each time the
user logs in. | can infer their intent because the “Run” and “RunOnce” keys are run each time a new user

logs in. These keys are for background services such as remote registry service and are run only once per
boot.
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After the malware has been running for a while on the system, you start to see files created all over the
filesystem called “HELP_DECRYPT.txt" and “HELP_DECRYPT.png.

Below is a sample of what the file contains. This system has now had its files encrypted, backups deleted,
and is being held for ransom.
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E|HELP_DECRYPT - Notepad - o x]
File Edit Format “iew Help
what happened to your files 7 -

a1l of ¥DUF files were protected by a strong encryption with RSA-2048 U7
More information about the encryption keys using RSA-Z048 can be found

what does this mean 7
This means that the structure and data within your files hawve been irre
it is the same thing as Tosing them forever, but with our help, you can

How did this happen 2

Es?ecia11¥ for you, on our server was generated the secret keg pair RSA
all wour files were encrypted with the qub1ﬁc kEﬁ, which has been trans
pecrypting of your Tiles s only possible with the help of the private

what do I do 7 -
alas, if you do not take the necessary measures for the specified time -
If you really walue your data, then we suggest you do not waste waluabl

For more specific instructions, please visit your personal home page, tl
1.http: /61 3chbowitcouepw.micropay2all. coms3R]1T0

2.http: s 813chéowitcouapy. democraticash., coms3RjiTo

3.http: A6 3chtowitcouepy. namepospay. com3R] 1o

«| | A

What happens on the host from the Carbon Black point of view?

So to cheat a bit, since we detonated this malware on purpose, we already know what to look for based on
the original filename. In the real world, we don't have that luxury. To make this workflow as realistic as
possible | created a new watchlist on my Carbon Black server. This watchlist looks for the command
‘C:\Windows\syswow64\vssadmin.exe vssadmin.exe Delete Shadows /All /Quiet" to be issued on
systems. This legitimately will not happen on an enterprise system unless operations explicitly does this. If
they do, they will know about it, and you can modify the watchlist accordingly with your corporate process

and workflow.

(Side note: We can stop this action from happening by using a custom Bitg rule that blocks normal user
accounts from running vssadmin. This rule effectively neuters the crypto malware's ability to delete shadow
copies and allows the impacted company to restore from backup instead of paying the ransom. It also removes
the ability to execute vssadmin from a native script or command line. This could cause some collateral damage,

so modify accordingly with your corporate policy and use cases.)

The next step is waiting for an alert to come through. Once that has happened, we investigate.

Below, we can see the process tree of this file. Based on the alert, which led me to the vssadmin.exe

execution, | was able to backtrack up the tree to see that the original process was:

CA\Users\master\Desktop\c24605589c71eb4835f3e€2654812315.b078772e826eaf2c736b96e7844f3828d2
666b6f.exe.
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*ff Process Analysis

explorer.exe on o WIN7 by WINT\master - ran for 2 seconds, 40 minutes ago
Command line: "CAWindows\syswowGd\explorerexe”

vssadmin.exe

™

Wwbbhef exe £x D|DrEr.E?:lE o

swchost.exe

DO

This binary has a score of 43/56. | should probably look into what this binary did.

=l Process Analysis
€24605589c71eb4835f3ee2654812315.b078772e826eaf2c736h96e784413828d2666b6f.exe on &g WIN7 by WIN7\master - ran for 2

seconds, 17 hours ago
Command line: C:\UsersimastenDeskiop\c24605589c7 Leb48353ee2654812315 b078772e826eaf2cT 36096 78441362802666b6T.exe  less

I8 Isolate host Go Live>_

Process: c24605589c71eb4835f3ee2654812315.b07877...
€©24605589c71eb4835f3ee2654812315.b078772e826eaf. ..

-.-ssacrﬂr.e'r:e] o A Alliance Feeds 3 hit(s) in 2 report(s)

VirusTotal

explorerexe [43/56] VirusTotal report for c24605589¢71eb4835f3ee265...

BEEEH’E%SZE736U9627B4—4f3323d2666b6f.exe o

o]

= 7-31-2015 Score:d3
@ C24605589C71EB4835F3EE 2654812315 b
© C24605589C71EB4835F3EE 2654812315 1
sychest.exe [L/56] VirusTotal report for 8Bc7635292cT4901F058269454a...
0 7-31-2015 Scorerl
© BCT635292CFF4901F058269454A1D64E w

% On Demand Feeds 0 hit(s) in 0 report(s) &

Below, we can see that it spawned three new processes, created four new registry entries, and created 10

new files on the system.
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Description Q | Search

PID 3052 ended c:\windows\syswowB4\wssadmin.exe Signed (6e248a3d528ede43994457cf417hd665) v

PID 3052 started c:\windows\syswowGd\vssadmin.exe Signed (6e248a3d528ede43994457cf417hd665) v

PID 2408 started c:\windows\syswowGd\svchost.exe Signed (54a4716h5e09a77e61649109c6a08866) v
Description Q | Search

First wrote to ‘\registny\usens-1-5-21-175875322-2898002960-88455520-1000\software\microsoft\windows\currentversionirunonce\*1f94da1
v

First wrote to \registny\useris-1-5-21-175875322-2898002060-88455520-1000\s oftware\microsoft\windows\currentversion\run\f1f94da1 v

First wrote to ‘registry\useris-1-5-21-175875322-2898002960-88455520-1000software\microsoftiwindows\currentversionirunonce\*1f94da

v
First wrote to \registny\useris-1-5-21-175875322-2898002960-88455520-1000\software\microsoft\windows\currentversion\run\f1f94da v
Description Q | Search
Deleted c:\users\masteridesktop\c24605589c71eb4835f3ee2654812315.h078772e826eaf2c 7360962 784413828d2666h6f . exe v

Last wrote to c:\users\mastenappdata\roamingimicrosoftwindows\start menu\programs\startup\f1f94d8l.exe (c24605589c71eb4835f3ee2
654812315) (PE)

v
First wrote to c:\users\imastenappdata‘roamingimicrosoftiwindows\start menutprograms\startup\f1fo4dsl.exe v
Created c:\users\master\appdatairoaming\microsoftiwindows\start menu\programs\startup\f1f94d81.exe v
Last wrote to c:\users\masterappdatairoaming\f1f94d81.exe (c24605589c71eb4835f3ee2654812315) (PE) v
First wrote to c:\users\imastenappdata\roaming\f1f94dal.exe v
Created ci\users\masterappdatairoaming\f1fo4d8l.exe v
Last wrote to ¢:\f1f94d81\f1f94d81.exe (c24605589c71eb4835f3ee2654812315) (PE) v
First wrote to c:\T1r94d81\71194d81.exe v
Created c:\f1f94d81\f1f94d81.exe v

Based on our findings in Carbon Black, combined with open-source intelligence from searching around the

Internet, and the score results, we can safely assume this machine is owned and needs to be reimaged. Or

you can take the more manual approach and kill the active processes, remove all the files and registry

entries that were created, and restore from backups.

All those steps, by the way, can be done via Carbon Black Live Response.

How to restore files encrypted using Shadow Volume Copies

If you have “System Restore” enabled, your system will create shadow copies that hold copies of your files

from that moment back. These copies “may," and | use the term “may" dripping with hope, allow you to

restore your files from before they were encrypted. Using shadow copies is not foolproof. Also, the version

of the files in the shadow copy may not be the latest version and code be useless to you.

("""Note: Shadow volume copies are a feature only available with WinXP SP2, Vista, Win7, and Win8/8.1.)

There are multiple methods online documenting how to recover with a shadow copy. The method |
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normally use is the native Windows option. | use it because it has the most probability of being available to

me on a Windows system.

To restore individual files:

1. Right-click on the file
2. Go into “Properties”

3. Select the “Previous Versions" tab

1. This tab lists copies of the file stored in a shadow volume copy and the date backed up.
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| hosts Properties - et S

General | Securty | Details | Frevious Versions

:ﬂ "y Previous versions come from restore points or from
J;] Windows Backup. How do | use previous versions?

File versions:

Mame Date mul:li%ried Location

There are no previous versions available

To restore a particular version of the file:
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1. Click on the “Copy" button

2. Select the directory to which you wish to restore the file.

To restore the selected file and replace the existing one:

1. Click on the “Restore" button.

To view the contents of the actual file:

1. Click on the “Open” button
1. You can do this before you restore it.

This same method described above can be used to restore an entire folder.

How to prevent this infection

If possible, put any system you can in high-enforcement mode via the Bitg console. This will prevent the
execution of any unknown binary. Short of that, you can implement a few different types of rules

depending on your use case, unique to you environmental variables, and desired outcome.

Below are a few rules | have created for different use cases. This rules are being represented in their most
high-level form and not in the format they appear in the Bitg console. | did this because even if you aren't
using our products, you can still apply this logic and most of these rules to your environment by leveraging

GPO, witchcraft and cursing.

The file paths that have been used by this infection and its droppers are:

o C:\fifg4d81\f1fg4d81.exe
e C:\Users\master\AppData\Roaming\fifg4d81.exe
e C:\Users\master\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\fifg4d81.exe

You can create a software restriction policy using Windows Professional or Windows Server (for a single

computer use the Local Security Policy Editor, for an entire domain use the Group Policy Editor).
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. Local Security Policy
File i Action | View Help

4= é Mew Software Restriction Policies

& S All Tasks ,
P L No Software Restriction Policies Defined
b O Help

b _:l Windows Firewall with Advanced Sec

| Network List Manager Policies Software restriction policies are not defined in this Group Policy object. If you define

software restriction pelicies in this Group Policy object, they will override inherited policy

& (] Public Key Policies settings from other Group Pelicy objects,
| "] Software Restriction Policies |
1 [ Application Control Policies Teo define software restriction pelicies, in the Action menu, click Mew Software Restriction

> g IP Security Policies on Local Compute Policies.

b [ Advanced Audit Policy Configuration Mote: After initially creating software restriction policies, a reboot is required before they

will be enforced.

1| 1 | 3

Creates software restriction pelicies for this Group Policy object.
——

To open the Local Security Policy editor:

1. Click on the “Start” button

2. Type “Local Security Policy”

3. Select the search result that appears
4. Expand security settings

5. Click on the “Software Restriction Policies” section
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Mew Certificate Rule...
Mew Hash Rule...

All Tasks

Refresh

Export List...

View b
Arrange Icons b

Line up Icons

Help

If you do not see the items in the right pane as shown above, you will need to add a new policy.

1. Click on the “Action” button

2. Select “New Software Restriction Policies”
Click on the "Additional Rules” category
Right-click in the right pane

o kW

Select “New Path Rule”
1. You should then add a Path Rule for each of the items listed below.

("""NOTE: If the software restriction policies cause issues when trying to run legitimate applications, you will

need to add exception rules. This is where Bitg trust scores come in handy.)
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Mew Path Rule E

Zeneral

iz | lze rules to ovemde the default securty level.

Path:
LAppData™i\” exe

[ Browse...

Securty level:
| Disallowed -

Description:
Block executable in *“AppDatatc -

Leam more about scftware restriction policies

ok || Cancel |[ ooy
—

Block executable in %AppData%

e Path: %AppData%\".exe
* Security Level: Disallowed

e Description: Don't allow executables to run from %AppData’.
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Block executable in %LocalAppData%%

e Path if using Windows XP: %UserProfile%\Local Settings\".exe
e Path if using Windows Vista/7/8: %LocalAppData%\".exe

* Security Level: Disallowed

e Description: Don't allow executables to run from %AppData’%

(74 Local Security Polig
File Action View Help

=B o= HE

i Security Settings Name ‘

> Type Security Level Description Last Modi...
> La f“"l“;tl_p?""e‘ L] %HKEY_LOCAL_MACHINE\SOFTWARE\Micros... Path Unrestricted 7/30/2015...
b La LocalPolices 2] S6HKEY LOCAL MACHINE\SOFTWARE\Micros..._Path Unrestricted 7/30/2015...
> | Windows Firewall with Advanced Sec|

[ Network List Manager Policies i=| %AppData%\".exe Path Disallowed Block executable in %AppData% 7/30/2015... |
1> ] Public Key Policies
4 || Software Restriction Policies
[ ] Security Levels
[ ] Additional Rules
1> [7] Application Control Policies
> g IP Security Policies on Local Compute
i [7] Advanced Audit Policy Configuration

11:51 PM
7/30/2015

- %@ e

Ransomware is annoyingly effective. The recent additions of features such as removing shadow copies
makes it even more dangerous. | hope this guide on recovering from ransomware using Shadow Volume
Copies is helpful to some poor soul who got hit. Regardless of what security products you use, your best
defense to any attack is user training and backups. Anything preventative you can implement proactively,

whether it's Bitg or a manual implementation using native Microsoft tools is going to protect you and your
company.

Until next time, remember my motto: “Flag it, Tag it and Bag it

[
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