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Some	of	the	proactive	controls	we	implemented	involved	direct	feedback	from	the	
users.	As	you	can	see	from	the	two	pictures	in	the	top	left	of	the	slide,	even	if	you	
have	the	strongest	gates	in	the	world,	technical	users	are	going	to	find	a	way	around	
them.	Instead	of	only	focusing	on	how	to	secure	a	resource,	reach	out	the	users	who	
actually	need	it	and	find	out	their	pain	points	and	ask	for	suggestions	on	making	
things	better.		Once	you	have	that	feedback,	you	can	design	controls	that	are	both	
secure	and	useable.

Another	thing	we	started	to	do	was	test	our	user’s	training	to	see	if	it	was	sticking.	
We	ran	a	few	pentests.	First	was	an	external	pentest to	see	if	the	firm	could	get	in	
from	the	outside.	After	that	we	brought	the	pen	tester	inside	and	let	them	loose.	
Funny	story	here,	the	pentester that	came	to	the	office	was	in	a	3	piece	suit	and	tried	
to	sit	with	the	engineers.	The	next	day	he	came	in	wearing	shorts	and	flip	flops	and	
sat	with	sales.	As	you	can	tell,	the	firm	needed	a	bit	of	work	on	their	situational	dress	
code	but	their	technical	skills	were	top	notch	as	we	found	gaps	in	visibility	that	we	
needed	to	cover.	Lastly,	we	had	the	firm	trying	fishing	users	both	through	email	as	
well	as	over	the	phone.	I	can	proudly	say	that	not	one	user	gave	their	passwords	or	
internal	details	over	the	phone	but	sadly	I	can	say	users	clicked	those	links.	They	
weren’t	happy	when	we	made	them	retake	the	phishing	training	but	it	reinforced	the	
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risk	to	them	and	they	are	all	much	more	aware	now.

<click>
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For	those	of	you	worried	about	training	people	on	administering	the	carbon black	
products,	or	implementation	detections,	or	just	unsure	about	effort	required,	let	me	
share	an	example	with	you.

<click>
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Currently at	CB	our	SOC	is	staffed	with	mostly	Junior	analysts	fresh	out	of	college	with	
a	few	senior	members	to	train,	mentor,	and	be	an	escalation	point.	Last	year	we	on	
boarded	a	college	grad	with	no	security	experience	and	a	CS	degree.	Since	we	have	to	
schedule	official	training	on	the	products	months	out	from	the	start	date,	we	
struggled	with	figuring	out	how	to	give	our	new	hire	experience	with	the	products	to	
get	the	wheels	turning.	Luckily	for	us	powershell empire	was	in	the	news	at	the	time.	
So	we	gave	the	new	analyst	a	project.	Find	out	how	to	detect	powershell empire	in	
our	environment.

<click>
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As you	can	imagine,	this	is	a	tall	order	for	someone	with	no	experience	in	doing	this.	
But	that	was	the	point,	they	were	going	to	have	to	reach	out	to	team	members	and	
ask	questions,	they	were	going	to	have	to	learn	to	research,	and	they	were	going	to	
have	to	learn	how	to	build	a	solution	and	document	it.	

After	a	few	days	of	research,	they	wrote	up	a	project	plan	to	create	a	malicious	word	
document,	execute	it,	and	then	see	what	happened.

To	the	left	you	can	see	the	macro	code	used	to	launch	the	attack.	This	was	executed	
on	a	victim	system	with	both	CBER	and	CBEP	running	on	it.	After	detonation	they	
went	through	the	logs,	the	alerts,	and	the	documentation	again	to	find	out	why	
nothing	happened.	Why	did	our	products	not	detect	this	attack?

<click>
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Well	as	it	so	happens,	this	attack	is	using	legitimate	behaviors	on	the	system	to	carry	
out	malicious	intent.	Because	of	this,	there	was	no	detection	mechanisms	built	into	
their	clean	install	of	the	products.	Because	of	this,	the	analyst	needed	to	figure	out	
how	to	differentiate	a	powershell attack	from	a	legitimate	powershell script	used	for	
administration.

After	reviewing	the	process	tree	in	for	the	attack,	they	discovered	2	unique	attributes	
of	the	attack.	Top	right	corner	shows	a	flag	at	the	command	line	called	“-Enc”.	Anyone	
guess	what	that	does?	Yep,	it	encodes	strings	in	the	script.	Now	what	legitimate	
purpose	would	an	admin	have	for	encoding	their	scripts	internally?	I’m	not	saying	
there	is	no	reason	for	this,	but	it	would	be	very	rare	and	should	raise	flags.	Secondly,	
the	attack	would	beacon	home	to	an	external	IP	address.	Using	these	attributes	a	
detection	rule	was	created.	This	rule	looks	for	the	process	of	powershell with	a	
network	connection	to	an	IP	address	that	is	not	part	of	the	internal	IP	space	blocks,	
and	has	the	command	line	option	of	–Enc.	Once	this	was	implemented	as	a	watch	list,	
we	reverted	the	victim	snapshot	to	a	clean	state	and	detonated	it	again.	Behold	
detection	for	powershell empire!

The	reason	I	bring	up	this	example	is	that	we	were	able	to	get	a	recent	college	grad	

10



with	no	security	or	Carbon	Black	product	experience	to	leverage	opensource	
intelligence	to	create	a	detection	mechanism	for	what	was	at	the	time	the	latest	in	
greatest	in	attacks.

If	we	can	do	it,	so	can	you.

<click>
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Answer	questions	duh

<click>
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