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The current state of OS X
malware




Why do we care about OSX in the enterprise?

over 90% of businesses use Apple
products

— 91% supporting iPhones

— 89% supporting iPads

— 60% supporting Macs.
“It doesn’t get PC viruses. A Mac isn’t
susceptible to the thousands of viruses
plaguing Windows-based computers.” -
apple.com (2012)
Mac Malware timeline:

— [1982] “first’ virus (elk cloner) infected

apple ll's

— "[2014] nearly 1000 unigue attacks on
Macs; 25 major families" ~Kaspersky

60% of businesses
are supporting more than
100 Apple devices.

14% 1% 6%

500-1,000 1,000-5000 More than
5,000




The current state of OS X malware

Infection mechanism

- Trojans

—~  Phishing

- old bugs

-~ occasionally exploits
Persistence

- well known techniques

-~ majority: launch items
Self-defense

-~ minimal obfuscation

-~ trivial to detect & remove
N CEN

-~ 'hide’ in plain site

-~ stand-alone executables
Features

- inelegantly implemented

WHATA l“KE' B
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Infection Mechanisms

non'l c C
e
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suspicious'Links

Same as PC
Primary attack vectors are email, drive by downloads, and infected binaries.
Mac has the unique attack vector of a closed ecosystem which implies a false sense of trust



A Little Bit of

HISTORY




OSX/XSLCMD

* provides reverse shell, keylogging, & screen capture

* “apreviously unknown variant of the APT backdoor XSLCmd
which is designed to compromise Apple OS X systems”

' clipboa »0

'com.apple.service. clipboa. plist',0
'/Library/LaunchAgents’,0

'¢<plist version="1.0">"',0Ah
'<key>RunAtLoad</key>"',0Ah




OSX/IWORM

* ‘standard’ backdoor, providing survey, download/execute, etc.

Applications  Adobe Photoshop CS6 for Mac OSX . . i
— " Infection Vector: Torrent
Applications Parallels Desktop 9 Mac OSX
Mac) ~
Applications Microsoft Office 2011 Mac OSX
Mac) ~

Applications Adobe Photoshop CS6 Mac OSX
Mac ~

# fs_usage -w -f filesys Persistence

20:28:28.727871 open /Library/LaunchDaemons/com.JavaW.plist Mechanism:
20:28:28.727890 write B=0x16b Launch daemon

Key Type Value

Root Dictionary
Label String com JavaW
ProgramArguments Array

Item 0 O© String + /Uibrary/Application Support/javaW/JavaWw
RunAtLoad Boolean YES
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OSX/WIRELURKER

com.manhuaba.manhuajb

Are You Sure You Want to Open the
Application “BIRE" from the
Developer “IPhone Distribution:
Hunan Langxiong Advertising

Decoration Engineering Co., L1d."?

an iOS infector (via USB)

“a collection of scripts,
plists, & binaries all duct-
taped together... making it
easy to detect.” -j zdziarski
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Persistence

Shellshock/Mayhem (2014)

Striking at the terminal strikes at the heart of Linux, which is why the recent
Mayhem attacks — which targeted the so-called Shellshock vulnerabilities in Linux’s
Bash command-line interpreter using a specially crafted ELF library — were so

noteworthy. Researchers at Yandex said that the network had snared 1,400 victims
as of July.
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Persistence

$ python knockknock.py

com.apple.MailServiceAgentHelper
path: /usr/bin/com.apple.MailServiceAgentHelper

com.apple.appstore.PluginHelper
path: /usr/bin/com.apple.appstore.PluginHelper

periodicdate
path: /usr/bin/periodicdate

systemkeychain-helper
path: /usr/bin/systemkeychain-helper

current methods are not
advanced

2 main persistence mechanisms

— Launch items

* Custom start items managed by
launchd

— Login items

« Start when the user logs into their
session

Alternative methods — old school

— Cronjobs
* Similar in function to launch items
and can be customized to run every
few seconds to every few years

— Bashrc modifications

* Similar to login items but only
executes at the initiation stage of an
ssh session

The issue with launch items and login items is that they are easily visible, easy to detect,

and are well known features.

Consider the Mac equivalent to the run and runonce registry keys

13



Persistence Mechanisms Continued...

* BINARY INFECTION

— fairly stealthy, self-contained, difficult to detect, and difficult to
disinfect

— OSX OS loader verifies all signatures

— Caninject legitimate signature into malware to get around the
loader

* DYLIB HIJACKING
Easy to do
Spawns no new processes
No binary or OS modifications required
Abuses legitimate functionality of OSX
* Plugin Persistence
— Abusing system plugins .
- Spawnfnz new l;ro{iesses H a C kl ntOS h

— Abuses legitimate functionality of OSX Think really different




Mac malware SELF-DEFENSE

Currently, essentially non-existent
Poor crypto implementations

Tries to hide in plain sight

Easy to find
Easy to analyze
Easy to disinfect
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Other possible self defense methods

| haven’t seen these in the wild yet but they will be soon enough

® Prevent deletion # chflags schg malware.dylib

— The schg flag can only be # ra malvare.dylid _ _
unset in single-user mode” \rm: malware.dylib: Operation not permitted

* self-monitoring
— detect local access (dtrace)

— Detect detections ( © 90189 AVSCANNER malware.dylib l

* Uploads to virustotal
* Google adwords

# /usr/bin/opensnoop

16



“malware.app” can’t be opened because it
is from an unidentified developer.

Your security preferences allow installation of only
apps from the Mac App Store.

MALWARE

Gatekeeper blocking untrusted A =
code

somewhat effective, but most

users should be ok.

YOU SHALL NOT PASS

Bypassing gatekeeper is very easy and can be a whole presentation on its own because it is
interesting from a defense perspective



OSX

FORENSIC INVESTIGATION a
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Logging Basics

General Log Location

— System Logs

/private/var/log
/Library/Logs

User Logs

.

~/Library/logs

Application specific logs
« /Library/Application Support/<applicationName>
« /Applications/
« /Library/Logs/
macOS Sierra (10.12) introduced Unified Logging.
/var/db/diagnostics/
/var/db/uuidtext/

19



re sending the notificetion to App Store

v pariog
! apache2 “

» 20 asl

J Bluetooth

) com.apple.x...
1 CoreDuet

— Most are plaintext

— Log turnover results in a BZip2 or
Gzip archive

— Logs are set to roll at both time
and size limitations

* CIS script ups holding time to 90 days
at a minimum and some are kept as
long as a year.

— Timestamps

Uses standard Unix log formatting

- MMM DD HH:MM:SS Host Service: Message
Apple system log

- UTC

Most other logs (/var/log, ~/Library/logs

-~ Local system time

ASL logs can use praudit to output to local system
time

Temporarily change time zone of terminal window
-~ Export TZ="ESTSEDT"

Convert timestamps
- EPOCH
-~ Mac EPOCH
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Network Information

Configuration Wifi

— /Library/Preferences/systemconfigu — /Library/preferences/systemconfigu
ration/preferences.plist ration/com.apple.airport.preference

DHCP addresses s.plist

. . * Llast connected info
— /Private/var/db/dhcpclient/leases e SSID names

Network changes Search “ariportd”, “usereventagent”,
— Search for “configd” or “ssid”
+ System.log * system.log

Console (7 messages)

Now Clear Reload

rmolette-mbp?2 15:561:34.089268 | configd end: SSID 'xfinitywifi® making interface primary (cache indicates network not captive)

15:52:25.278068 configd end: SSID 'xfinitywifi’ making interface primary (ceche indicates network not captive)

<

15:52:33.841099 configd en@: SSID 'xfinitywifi® Imaking interface primary (cache indicates network not captive)
Diagnostic and 16:13:39.060959 | configd end: SSID ‘xfinitywifi' fnaking interface primary (cache indicates network not captive)
System Reports 16:13:43,969377 configd end: SSID 'xfinitywifi® jmaking interface primary (ceche indicates network not captive)
16:18:26.656356 configd en@: SSID 'xfinitywifi' making interface primary (cache indicates network not captive)

User Reports
11:26:54.161033 configd end: SSID 'United Wi-Fi| mot making interface primary (no cache entry)

stom lon




Location Data

Detailed timeline

— Search “airportd” or “ssid”
* System.log
— /Library/preferences/systemco
nfiguration/com.apple.airport.
preferences.plist

* Can be used to determine the
general location of SSID

* Last connected time

* Local system time
Search “country code”

* Kernel.log

+ System.log

.844873
2.864726
.B59242
.613249

48.699575

.B64B24
616749
539509
5.217579
.892587
.166665
.618185

45.145513

859423

airpor.

kernel
kernel
kernel
kernel
kernel
kernel
kernel
kernel
kernel
kernel
kernel
kernel

kernel

Unable to set country code (Device power i
1 Bez.
1 BR2.
1 Bez.
1 Bez.
1 Bez.
nd: 802,
¢ Be2.
: Bez2.
1 BO2.
1 Bez.
1 Bez.
¢ Bez.
¢ 802,

country
country
country

country

d country

country
country
country
country

country

d country

country

country

code
code

code

ode

code set t

set t

code set

code
code

code

code s

code set t

‘x0°.
‘ust.
'Xe'.

off)
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User Activity

12:12:33.542646 sudo rnolette :

User logins/logouts
— Local terminal
* login[###]
Login window
* logingwindow|[##)]
SSH
» sshd[###]
Screen sharing
* Screensharingd

Additional SSHD info

TTY=ttys08@ ; PwD=/Users/rnolette ; USER=root ; COMMAND=/usr/local/bin/grep -Ri sudo: /var/l

* Privilege escalation
— Su

* <date> <time> su: BAD SU <username> to
root on /dev/ttys001

— Sudo

» <date> <time> sudo: <username>:
TTY=ttys000 ;
PWD=/Users/<user>/Documents ;
USER=root ; COMMAND=/usr/bin/iosnoop

* Account creation
* Account deletion

o9
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SYSTEM ARTIFACTS

LaunchAgents
com.bit9.Notifier.plist

Autorun Locations

C

com.bradfordnetworks.bncsaui.plist
com.carbonblack.defense.ui.plist

Launch Agents files

com.google.keystone.agent.plist
com.jamfsoftware.jamf.agent.plist

Launch Daemons files

com.webex.pluginagent.plist

FPEPEE

net.pulsesecure.pulsetray.plist

Startup Items file

Wi org.macosforge.xquartz.startx.plist
com.bit9.Daemon.plist '
com.bradfordnetworks.agent.plist
com.carbonblack.daemon.plist
com.confer.sensor.daemon.plist
com.google.keystone.daemon.plist
com.jamfsoftware.jamf.daemon.plist
com.jamfsoftware.startupltem.plist
com.jamfsoftware.task.1.plist
com.microsoft.autoupdate. helper.plist
com.microsoft.offic...ensingV2.helper.plist
net.pulsesecure.AccessService.plist
net.pulsesecure.UninstallPulse.plist
org.macosforge.xqu...rivileged_startx.plist
org.wireshark.ChmodBPF.plist

PFPPPPPEPPPPEPE




SYSTEM ARTIFACTS

Autorun Locations

Login Items
T — Plists listing applications that automatically
start when the user is logged in
%%users.homedir%%/Library/Preferences/co
Password - Login Items | m.apple.loginitems.plist

These items will open automatically when you log in

Hide | Rem Quarantine Event Database

M @ iTunesieiper Application

# 3 SteerMouse Manager Application — SQLite database that keeps track of files that
AdobeResourceSynchronizer  Application have the quarantine extended attribute.
) TransmitMenu Application . . : .
e e e given to applications, scripts, and executables
§ SizzlingKeys4iTunes Application downloaded from potentially untrustworthy
[ textexpancerd Application |ocation5/peop|e_
Tune Buddy Unknow 1 . . i
[T et oy s— A aon mt The SQLite database contains URLS, email
To hide an application when you log in, select the checkbox in the Hide add rESISGS, email S‘U b]ECtS, and other
colema next 10 the application potentially useful information.

€53 Loy Ootions = %%users.homedir%%/Library/Preferences/co
m.apple.LaunchServices.QuarantineEvents
%%users.homedir%%/Library/Preferences/co
m.apple.LaunchServices.QuarantineEventsV2

| .| Oick the lock to make changes




Free Tools

FSEventsParser

FSEvents files are written to disk by OS X apis and
contain historical records of events that occurred for

the partition.

mask_hex filename mask
8284 0x00010001 .DocumentRi FolderEvent;
11769 0x08038000 .DocumentR: Renamed;Pe
8302 0x00010001 .DocumentR: FolderEvent;
8290 0x00010001 .DocumentR: FolderEvent;

FSEParser v 2.0 — provided by G-C Partners, LLC
01/08/2017 18:35:58 [UTC]

record_end_ source

batman_FSEvents-EXCEPTIONS_LOG.txt
batman_FSEvents-Parsed_Records_DB.sqlite
batman_FSEvents-Parsed_Records.txt

source_creat source_modi other_dates
2016.12.31
2016.12.31
2016.12.31
### 2016.12.31

52 /.fseventsd/(Hift i
102 /.fseventsd/(
144 /fseventsd/(
190 /.fseventsd/(

FINISHED PARSING: See exceptions log for parsing errors.

File 1 of 27: Trying 000000000000el1ab

All Files Attempted: 27
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Free Tools

MEMORYZE FOR THE MAC

2519-M8

Known limitations:
+ Memoryze for the Mac 1.1 Officially Supports:
*+  Mac OS X Snow Leopard (10.6) 32/64-bit
*+  Mac OS X Lion (10.7) 32/64-bit
+ Mac OS X Mountain Lion (10.8) 64-bit
« Acquire Memory Image via GUI above or the following CLI command
+ sudo macmemoryze dump -f my.mem
» This will acquire memory to a file named "my.mem" in the local directory.
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Imaging Topology

Current Method

Suspect Mac
Put in target disk mode

ThunderBolit

Command Run On imaging System.
Feidevidah ©

$udo 09 1024

82420 dence) Assett0
Imaging system
-

Ethémet
Dumb switch

NAS_L_Ethemet

.

Preferred Addition
to Current Method

Suspect Mac
Put in target disk mode

firewite

-‘-m!e blocker]

firewire
Same DD command run here
Imaging system
-

Dumb switch

NAS Ethemet

Best Method

Suspect Mac
Booted with Macquisition

Etheet

Dumb switch

nagFthemet
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[Blacklight software

Imacquisition
Clonezilla harddrive

GB flashdrive
nvestigation Laptop

tb nas

ort gig switch

[Tableau T9 FireWire
[Forensic Bridge
uitrakit SKU: W3832

electronic toolkit
Bit Driver Kit

ocking file cabinet
ac Mini

hunderbolt cables

disk arbitrator

powerstrips

lethernet cables

keyboard

Imouse

HDMI cable

video adapters

ofal Cost

Blackbag Technologies

Blackbag Technologies
Aegis Padlock
whomever

whomever

Wastern Digital

Dekk

Ultrakit
ifixit

ifixit
whomever
Apple

aburgh

whomever
whomever
whomever
whomever
whomever

whomever

imate
Software $3,400
Software $1,400
Hardware $189.00
Hardware 10.00
Hardware 1,000.00
Hardware $749.00
Hardware $0
Hardware $399.00
Hardware 3,299.00
Hardware $249.95
Hardware $24.95
Hardware $629.63
Hardware $1.000
Hardware $20
Softrware $0
Hardware $20
Hardware $20
Hardware $20
Hardware $20
Hardware $20

Hardware $20

$1.200 https://www.blackbagtech com/blacklight htmi

$700 2/macquisition.html

https://www.blackbagtech com/software-products/macquisition-

0 tutps/ it sendesk com/agentlckets/ 32093
$0google com

$0amazon.com

$0amazon.com

$0amazon.com

https://www2 guidancesoftware com/products/Pages tableau/prod
50ucls{'mcnstbvidgts((g.ugn
$0 http:/fwww digitalintelligence.com/products /ultraki

https:/fwww.ifixit com/Store/Tools/Repair-Business-Toolkit/IF145-
$0278:3

$0hetps://www.amazon.com

$0Apple.com

$0amazon.com

$0 hetps://github com/aburgh/Disk-Arbitrator
$0amazon.com
$0 amazon.com
$0amazen.com
$0amazon.com

$0amazon.com

$0 amazon.com

$12.491

$1.900
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Questions

ST




Defending against
Wirelurker
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Recon, research, repeat: gathering data for your watchlist

NOTE: assume you read the WirelLurker report, wirelurker detector scripts, a few more blogs on the malware,
and have a decent understanding of it.

* From this research, you should have generated a list of
known artifacts about the malware (indicators).

* My listis as follows:

Detector script found online
IOC’s from blogs
IOC’s from manual detonation

IOC’s from reverse engineering sample
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Taken from detector script:

MALICIOUS_FILES =

[

]

'/Users/Shared/run.sh’,
‘/Library/LaunchDaemons/com.apple.machook_damon.plist’,
‘/Library/LaunchDaemons/com.apple.globalupdate.plist’,
‘fusr/bin/globalupdate/usr/local/machook/',

‘/usr/bin/WatchProc',

'fusr/bin/itunesupdate’,
‘/Library/LaunchDaemons/com.apple.watchproc.plist’,
‘/Library/LaunchDaemons/com.apple.itunesupdate.plist’,
'/System/Library/LaunchDaemons/com.apple.appstore.plughelper.plist’,

'/System/Library/LaunchDaemons/com.apple.MailServiceAgentHelper.plist’,

'/System/Library/LaunchDaemons/com.apple.systemkeychain-helper.plist’,
'/System/Library/LaunchDaemons/com.apple.periodic-dd-mm-yy.plist’,
'/usr/bin/com.apple.MailServiceAgentHelper’,
‘fusr/bin/com.apple.appstore.PluginHelper’,

'/usr/bin/pericdicdate’,

‘fusr/bin/systemkeychain-helper’,

‘fusr/bin/sttyS.11.pl',

SUSPICIOUS_FILES =

[

‘fetc/manpath.d/’,
‘fusr/localfipce/*
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IOCs found through various blogs and forums:

1. Immediately following execution of malicious file
1. append an underscore to the original bundle executable name

2. then copy its malicious loader into the bundle to replace the original executable.

. Adds a shell script, “start.sh”, and archive, “FontMap1.cfg”, to the
“Contents/Resources” folder of the bundle.

1. To me, that means that we should look inside all subdirectories in fapplications for start.sh and Fontmap1.cfg.

. The “hidden” flag is set for these files.
1. This flag is an Apple-specified file property defined at “/usr/include/sys/stat.h™ as “UF_HIDDEN."
2. With this flag set, a standard user won’t see the files in the Finder, but can still view them through the Terminal.

3. Look for change flag on files in fApplications.

#1/bin/sh
. one of the scripts that the malware drops IEEEGE———) B BRI TS

1. loader drops an embedded script file “/Users/Shared/run.sh”. /bin/cp -rf ‘%@_" “%@" && /usr/bin/open -a ‘%@

sleep 5
. Other 10C: /bin/cp -rf ‘%@2' ‘%@

1. Known network traffic rm -rf ‘% @2’

chflags hidden % @°
chflags hidden ‘%@_’

rm -f /Users/Shared/run.sh

2. com\mac\update.zip

3. *\mac\getsoft.php

Now, your list may be different than mine. That’s OK. The biggest perk of the
watchlists, in my opinion, is their flexibility and ease of updating/adapting to
incorporate new information. Basically, the more you learn, the more the feed can
be refined for efficiency and effectiveness in your environment.
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Breaking your findings down into watchlists

* Now that we have all of this information, we need to break
it down in different ways. | suggest one of two ways:

1. File system artifacts, registry artifacts, memory artifacts, and
network artifacts

2. High confidence, medium confidence, low confidence

* Both of these approaches have their pros and cons and
should be chosen based on your findings and your
confidence in those finding to not produce false positives.
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Creating the watchlists

Watchlist 1: High Confidence Watchlist 2: Medium Confidence
This Watchlist will contain: This Watchlist will contain:
« All file paths take from the detector + Network traffic
script + Other traffic that could have
« All registry values potential false positive events

« All other static values | can find

Watchlist 3: Low Confidence
This Watchlist will contain:
« Any items that will most likely
produce false positives

| chose to go with the three-tiered confidence method. | chose this approach
because of my confidence in the data gathered. | think a few of these rules could
produce false positive events in my environment and because of that, | have chosen
the approach that allows me to separate these possible problem rules to unique
watchlists. This approach will allow me to disable any noisy watchlists without
turning everything off and keep my environment quiet, secure and functional.
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Example Carbon Black Watchlists:

Watchlist 1: . Watchlist 3:
filemod:Users/Shared/run.sh OR Watchlist 2:
filemod:Library/LaunchDaemons/com.apple.machook_ domain: comeinbaby.com
damon.plist OR
filemod:Library/LaunchDaemons/com.apple.globalupd
ate.plist OR
filemod:usr/bin/globalupdate/usr/local/machook/ OR
filemod:usr/bin/WatchProc OR
filemod:usr/binfitunesupdate OR
filemod:Library/LaunchDaemons/com.apple.watchproc
.plist OR
filemod:Library/LaunchDaemons/com.apple.itunesupd
ate_plist OR
filemod:System/Library/LaunchDaemons/com.apple.a
ppstore.plughelper.plist OR
filemod:System/Library/LaunchDaemons/com.apple.M
list OR

filemod:Applications/* /start.sh
cmdline:" /usr/bin/chflags -v
hidden"

filemod:Sy

eriodic-dd-mm-yy.plist OR
filemod:usr/bin/com.apple.MailServiceAgentHelper OR
filemod:usr/bin/com.apple.appstore. PluginHelper OR
filemod:usr/ eriodicdate OR

filemod:usr/ ystemkeychain-helper OR
filemod:usr/bin/stty5.11.pl OR filemod:etc/manpath.d/
OR filemod:usr/locallipcc/

Watchlist 1:

This watchlist contains all of the file artifacts | gathered. These are all indicators that
if | see them, | know they are not false positives and that | should immediately take
action. | have high confidence in these indicators and am treating them as such.

Watchlist 2:

This watchlist is looking for the known domain that WireLurker connects to.
Currently, there is only one known domain. This is uncommon for malware these
days but not unheard of. This watchlist is kept uniquely to network traffic only to cut
down on editing later on. | have high confidence in this domain being malicious.
However, domains change quickly, and | do not expect this watchlist to always give
me a true positive result, nor do | expect it to be around for a long time.

Therefore, | keep it separate and can easily disable it when | deem it no longer
useful.

Watchlist 3:
This watchlist contains my low-confidence queries. These queries will contain false
positives and | know that going into this. The reason they will fire false positives is
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because of how broad they are. | have high confidence that anything under
“/Applications/*/start.sh” will not be legitimate but | have not tested every software

ever in every environment, so | leave room for false positives.

Also, the command for chflags to hidden is not an uncommon command. It is usually

not used legitimately because it hides things from finder but not from command line.
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Watchlist 1 Results

£ Watchlists

wirelurker #

Above you can see an example of the watchlist | created for
“filemod:Applications/*/start.sh.” As you can see, when | set off the watchlist with
the creation of start.sh in the file path of
“/Applications/TeamViewer.app/Contents/MacOS/start.sh.”
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Drill down into Watchlist 1 results

Preview

j tpuch '

Signed status: Signed

netconns.

Description

Below, you can see the drill down of the command the script used to create this file
(it used the touch command).
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Example Bit9 block rules:

Edit Custom Rule
Rule Type

Name:  WireLuker

Description:  shis rule detections file artifacts ¥
B ‘e Operation Exocuto & Wile v
Exocute Acton:  Reoont v
Status Enabled » Disabled -
Write Action Reoornt B
Platform: M, v
Path Or Flle secific Patl

Users/Shared/rur

Libeary/Launc hDaemons

ustibin/globalupdate/us

Process: Any

User Or Group: An sef

Rule Applies To: e A @

Libeary/LaunchDaemons/co

m apple mact
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