Who done it:
Gaining visibility and
accountability in the cloud

By Ryan Nolette

Hello everyone! Let’s get started.



My name is Ryan Nolette and | have been a security practitioner in various capacities
for the last 15 or so years.

Today | will be walking you through a practical example of detecting and investigating
an attack in the cloud as well as giving away a working detonation lab filled with
opensource software that you can use to run preconfigured attacks and learn what
logging services have visibility into different attacks. Hopefully this will help you learn
how these different log sources work together to provide a full picture of an event.



In this presentation | am going to cover a brief overview of a few AWS logging sources
and how they compare to the most common logging sources in a typical enterprise
network and an end to end example using the detonation lab that | am giving away



Visibilty
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As part of any investigation, | strive to answer 3 questions, who did what and when.
This is a an iterative process and will be repeated for every step in the investigation. |
should be able to start with knowledge of any of the 3 and find the other 2.

For example, | start my investigation with an IP address. | have the who. Next | need
to find the time scope of when It was used. That is the when. Then | find that this IP
address attempted to ssh into my instance 300 times in 10 minutes. This is the what.

With these 3 questions answered | can reliably say that this external attacker tried to
brute force ssh access into my instance.

| know this is a very simplistic example but | want to very clearly explain these
tenants



Who What When

To expand on these tenants of investigation, | break them into 2 buckets. Visibility
and accountability. If you cannot see something, you can not account for it. You must

keep increasing visibility until you can account for each event in your environment
with 3 simple questions, who did what and when.

Now | know this end goal is next to impossible but that is part of the iterative
process, security is a journey, not an end goal.



IDS/IPS guardDuty

DLP Macie

EDR Cloudwatch + osquery, GRR
Netflow Cloudwatch + VPCFlow
DNS Cloudwatch + Route53

Access and authentication auditing CloudTrail

Active Directory Directory Service

Identity Management IAM

Single Sign On AWS SSO

Vulnerability scanner Inspector

Configuration Management AWS config

Logging Cloudwatch + Firchose + Lambda

So how do | get visibility in the cloud? Simply put, the same way you do in your on
prem network. Why complicate things? These AWS tools are the servicewise cloud
equivalent of their common on prem twinsies.

Who here has an IPS?
Who here has a Vulnerability scanner?
Who here collects netflow or other network traffic logs?

If you want to know the equivalent to other traditional controls that | haven’t
mentioned here, find me after the presentation and | will help you find what you
want. | didn’t have enough room here to mention them all.



Expanding on our list of equivalent tools | want to show few options for each of the
above categories

Take a few ideas, go nuts ©



Now let’s talk about some practical application of what | have said so far.

The scenario is that a devops engineer has installed a new tool they needed for
monitoring their application but accidently installs an RPM that includes a

cryptominer.

The endpoint doesn’t have any whitelisting software on it and the rpm meets all
conditions for installing an application from an RPM.

Secops notices a spike in outbound traffic to china and investigates.



Now before we go into the investigation, let’s talk about the lab we are working in.

The topology of the detonation lab is 4 hosts (3 linux and 1 windows) behind a
bastion host all within their own VPC.



To get logs from various services | am using 3 pipelines. The first pipeline allows for a
service to generate logs, trigger an event rule in cloudwatch, sends the logs to kinesis

firehose, and writes the logs to an s3 bucket. These logs saved to s3 are then read by
a wodle module on the wazuh server and ingested into Kibana.

The second pipelines mimics the first but with the added feature of using lambda to
enhance the logs with metadata before writing to s3.

The third pipeline is for the EDR logs which are sent directly to wazuh from the
agents.
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Created Time Status.
2018-06-27 14:50:26 UTC-0400 CREATE_COMPLETE

Overview Outputs  Resources Events Template Parameters Tags Stack Policy Change Sets  Roliback Triggers

awsDetonationLab-v82

CHEET L —

:  Disabled

How did | automate the creation of this lab? Cloudformation. This allows me to build
a simple or complex template to stand up systems quick. Think of it similar to chef or

ansible except this can configure the majority of all aws services including networking
and identity management for the entire account.
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This is my storage.
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US East (N. Virginia)
US East (N, Virginia)
US East (N. Virginia)
US East (N. Virginia)
US East (N. Virginia)

US East (N. Virginia)
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Thgos @

Jun 27, 2018 2:50:33 PM GMT-
0400

Jun 27, 2018 2:50:33 PM GMT-
0400
Jun 27, 2018 2:50:32 PM GMT-
0400
Jun 27, 2018 2:50:32 PM GMT-
0400

Jun 27, 2018 2:50:33 PM GMT-
0400

Jun 27, 2018 2:50:32 PM GMT-
0400
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VPC Dashboard [Nl Actions v
«

Filter by VPC:
Q Search VPCs and their proper X

Q Select a VPC

Name - VPCID - State ~  IPwACIOR IPv6 CIOR - -

‘awsDetorationl ab-vii2 WPC-T34ca200  wvaiable 172160027

Virtual Private Clou

VPC-T34ca209 | awsDetonationLab-va2

Summary CIDR Blocks Flow Logs
VPCID: vpo-7340a209 |
awsDetonatonLab-v2
State: available
1PV CIDR: 172.160.027
1Pv6 CIDR:
DHCP options set: copt-70169600
Route table: rib-d91eb8as

In my lab | am using an isolated VPC to control access to resources for the attacks.
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Kinesis streams

A Kinesis stream is an ordered sequence of data records. To add data 10 a Kinesis stream, configure producers using the Streams PUT AP! or the Amazon Kinesis Producer Library (KPL).
Lean more

Total shards in use: 10 wmmtwo

Create Kinesis stream Connect Kinesis consumers Actions ¥

External resources
What's new

This is the netflow monitoring used for the lab.

]
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Lambda ) Functions

Functions © C

Q Fater by tags and sttributes or search by keyword

test
VPCFlowLogsToFirehose

awsDetonationLab-v92-FlowLogUpload-104C340UISEMZ

| use lambda to run code against logs | am generating to enhance it with additional
details.



-

T Filter or search by name

Name
awsDetonationLab-v82-

FirohosedeliverystreamGuardOu-

1ANGKIBS1LSS0

External resources awsDetonationLab-v82-

What's new FirohosedeliverystreamiAM-
1MOZMRPNOOS530
awsDetonationlab-ve2-
Firehosedeliverystreaminspect-
SKEM22624VLI

This is how | write the logs to s3

Status.
Active

Created -
2018-06-27714:51-0400

2018-06-27T14:51-0400

2018-06-27T14:51-0400

2018-06-27T14:51-0400

Source
Drect
PUT
Direct
PUT
Owroct
PUT
Drect
PUT

<

€ < Viewing 1 -5 0f 5 delivery streams >
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Permissions Groups Security credentials Access Advisor

R—

Identity providers Policy name v

Dashboard
Groups.
Users
Roles
Poicies

Account settings. Attached directly

- wazuh-mad-cloudTrail

Policy summary | () JSON Ecn poticy
{

“Version": 2012-10-17
“Statement”: [

"Resource®:

IAM controls the access to all amazon resources for the lab without giving any
unneeded priveleges
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CloudTrail Tralls > Configuration

Dashboard « awsDetonationLab-v92-detonationLabCloudTrail-12AFVKOV05S6T
Event history

| Trails

v Trail settings

When a tral applies to all regions, the trail exists in all regions and delivers log files for all regions to one Amazon S3 bucket and an optional CloudWatch
Logs log group. To see all of your trails, cick Trails.

Apply trail to all regions No

¥ Management events

Management events provide insights into the i in your AWS account. Learn more

Read/Write events Al

Cloud trail logs all activity to the aws API. Every action take in the console or from the
aws cli generates an APl action that cloudtrail will monitor.
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Mﬁacie

(<, DASHBOARD Categories

A1)
ALERTS

4 RESEARCH

SETTINGS

¥ INTEGRATIONS

Active (12)

INFO

fmolette/molet.. v US East (N.V

rgink) v

Archived (0)  AIL(12) —Nw Sortby: Time: newest v

Amazon Macie is monitoring O mew 53 objects since the Last alert generated 12 days 290, Lasen more

User or role Access Denied while attempting to List S3 buckets from non-AWS IP
@ susPioous access € BASK ALERT
12 days 390

o 9638941869348

Large quantity of $3 buckets deleted

B s an 15 94 Resutts

2 sesssarsessens Q useast

Change to Cloudtrail logging policy
@ conc compuancE € BASIC ALERT

| use macie to monitor the data in my s3 buckets
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POteNtial SACLrity 5SU8S OGN T SNAlyES Of YOUr BSMSSTENT Lre! § DANEVOr SoRNS! MCIAC NS DECEAORS. Lad™ MO,
Mpmagey & b | O
Viewing 1-30f3

v  Status Template name Findings by sev... Exclusions
v 062172018 (GMT. Analysis complete  wazuhTest °

Assessment - Run - wazuhTest - 2018-06-21723:45:45.732Z

Start  06/21/2018 (GMT-4) (!!u,_

End 0872172018 {GMT-4) (19 days ago)

Target name  wazunhTest

Tomplate name  wazuhTest

Rules packages Common Vuinerablities and Exposures-1.1
Security Best Practices-1.0

Ouration 1 How (Recommended)

Status  Analysis complete

| use inspector as a vulnerability and compliance scanner for my lab



for processing by selected targets. You can creste, edit, and deieto rules.

€ < Viewing 1105 0f 5 Rubes > »
Description

recond guardDuty akrts and send 10 firehose
500 IAM alorts 10 frehose.
s i 10 colect al Macie Alens.

thin wil send inspector alerts 15 frahose

o e

Piter:  Log Group Name Prefix [ 1€ < Log Growpa 1411

fmwa/Ninesisfironose/ GuardD sy Alerts

s firnhoss AM. Alerts

/mwaKnessfirohose Macse Nerts

/e Kinemssfirohose rispecton Asrts

fmwa/ et/ swsDetonationt ab-v72-Flowt oglpioad- 1962 TIBGZZFC

frwn/ b/ swsDutonationlat-vi2-FlowlogUpioad-106CUOUSEMZ

faws b/ aws DetonationLab-va2-FowlogUpload- UHWESF COROK.
b Va2

| am using cloudwatch to watch for service events that can be forwarded to a firehose
to be written to s3. | also use cloudwatch logs to hold my vpcflow data
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Findings & snowing 181 o1 181 D) @ ©

Actions

Saved filters / Auto-archiva

Yo Add filter criteris
Resource

Instance: i-05aa12a

. Instance: i-05aa12a
Instance: i-04dc3dc

. Instance: i-08215d7
Instance: i-0648216
Instance: |-0648216

. Instance: i-0648216

. Instance: i-0848216
Instance: i-0648216

. Instance: i-04671¢8
:.. Instance: I-04dc3dc

. Instance: i-04dc3dc

Useful? v "¢

CryptoCurrency:EC2/BitcoinTool.BIDNS aa

Finding 1D: 266242438¢2215141795316b8b43830d

EC2 instance i-06482168eb9976da1 is querying a domain name that is associated with
Bitcoin-related activity. (2

Severity Region

Medium QQ us-cast-1

Account ID Resource ID

-n 1-06482168660976da1

Created at Updated at

07-10-2018 15:24:39 (20 howr. 07-10-2018 15:40:08 (19 how...

~ Resource affected

Resource role
TARGET @ Q

Instance 1D
106482168009976d01 @ Q

Instance state
running us-east-1a

Image ID Image description

ami-42820838 Q Q Amazon Unux 2 LTS Candidate AMI 2017.12.02...

Launch time
06-27-2018 14:54:17

Instance profile

| use Guadduty to alert me on unusual and malicious behaviors like bruteforce

attempts, scanning, and credential abuse.
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58.218.204.181
Yo souce ©

o s rooae

Groups. Hoart ool evolution

| .llmlI||mNHW“_IJ!MIWIHHHHI-

| used wazuh as my HIDS for the lab. It is based on OSSEC but has a large number of
additional features. I'd like to give a big shoutout to the wazuh team and my contact

Marta for working with me to improve the integration of aws service logs into the
product. What a great example of the opensource community.
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© Entities

O _ADObject
awsRegion O _Aws
eventSource O _AWSAccount

path('requestParameters/userName’) O _CryptographicKey
O _EC2instance

nathi\ieardantiianae el ol

© Entities

ADObject

(@ Entity: awsRegion AWS
D Entity: eventSource O _AWSAccount
(@ Entity: path(requestParameters/userName’) principalid

@Entty: path(useridentity/accessKeyld) ARN

D Entity: path(useridentity/accountk!) SCOUS
(@ Entity: path(useridentity/arm’) accessKeyld
(@ Entity: path(userkientity/principaliD’) CryptographicKey

@ Entity: path(’ EC2instance

(D Entity: path( FileShare

(D Entity: path(useridentitytype’) Geolocation

@ Entity: reciplentAccountid Group

(@ Entity: sourcelPAddress O _IAMUser

O IPAddress
O MACAddress
O URI

O User

O UserAgent

Now that we have all the data getting ingested we need to figure out the best way to
correlate the data and start using it to detect and investigate activity

Here | have graphically mapped the datasource cloudtrail to entities and features in a
model



VPCFlow-Top10ExternalDestinationIP-Table

Top 10 External Destination IP
54.239.31.225

54.239.25.71

54.239.25.60

54.239.30177

54.239.30.195

45127.112.2

54.239.29.61

66.241.101.63

209.141.60.238

GuardDuty-MostCommonAccountiD-Table

Account ID -

e

GuardDuty-BreakdownOfAlertsPerinstancePerVPC-Pie

1-08cef06e572cfdad4 (28.57%) "
1-05f272a690c814779 (64.29%)

063e3b8894815b602 (7.69%)

03a7b753590958649 (30.77%) ‘
1-056d6e1010db090eS (61,54%)

-012e49068c2688bbf (100%)

© ©10512722690¢814779

@ -08cefO6e572cfdadd

@ -0cbc6c40900448929
@ -056d6e10108b0%0e5
® -03a7b753590958649
® i-063e3b8894815b602
@ 1-012049068c2688bbf

Let’s get started with a few simple dashboards. All of these dashboards and more are
included in the detonationlab Kibana instance for usage.

Top destination address.
Top talkers by interface.

Most common account ID in guardduty alerts.

Most common cloutrail events
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External Traffic Destinations

Traffic volume by
destination IP

Massive spike i
traffic to china

58.218.205.75

Using some more advanced dashboards have a world heat map for vpc traffic. |
noticed that china is now a common destination so | check out a histogram showing

volume of traffic and notice that the traffic has suddenly spiked. Pivoting into
destination IPs | noticed that a single destination is responsible for the majority of the

traffic spike.



58.218.205.75

Time

August 215t 2018,

hogst 215t 2018,

hogust 215t 2018,

Aogust 21st 2018,

Aogst 213t 208,

August 215t 2018,

st 215t 2018,

Aogust 21st 2018,

wsHuaQ

14:25: 34,589

14:25:34.589

11:97:47,547

10:57:48.155

03:27:43.800

09:27:43,800

09:27:43.79%

dataaws evestiitle

1-05605¢101002030¢5 15 performing ROP
brute foece attecks ogainst
172.16.0.23.

Bitcoin-reloted domsin name queried by
K2 instance 1-05606e10100090e5

Cammand 0nd Centrol server damoin nase
queried by EC2 instence i-
256260181 80090e5.

Bitcoin-reloted domain nome queried by
EQ2 instonce |-25606¢1010c0090eS.

Commond and Control server domoin name
quaried by EC2 instence i-
566 101005090e5.

1-05606e10100050e5 15 perforwing RIP
brute foece attecks against
172.16.8.23

Outbound portscen from (CZ instance i-
05606e 1010000505

1-0565e 1810003065 i3 performing SSH
brute force attecks ogainst
172.16.0.22

9% 905 EVeNILSOUTCE EUArdcty AND “58.218.205.7%
Addathe
wazuh-alerts-3.x*
Selected Fiokds
o Gotnaws st
Meoilabie Fieids

© otmevamy

July 24t 2018, 15:50:02.103 - August 23d 2018, 15:50:02|

@timestamp per month

Time data aws.event.titie

coastn nane auarted vy 2 tastand]

v tugust 21st 2018, 11:07:4P547  Bltcoln-reloted domain nome queried by EC2 instance 1-25606e141000090eS.

rule.description

Guard Duty Finding with G Migh level: 1-25605e1010a@90eS 15 perforwing RDP Beute force attacks
0gainst 172.16.0.23. Beute force attacks are used to gain unauthorized occess to your instance
by guessing the RDP possword.

Guord Duty Finding with o mediur level: (C2 instence i-@56c6e1010d5030e5 is cuerying o domain
nave thot is essocioted with Bitcoin-reloted octivity

Guard Duty Finding with o Migh level: EC2 (nstance {-85605e101002030e5 is queryleg o domain name
assecioted with o knows C & Control server.

Guord Duty Finding with o medium level: EC2 instance 1-85606¢101002030¢5 15 querying o domain
name thot is essoctoted with Bitcoin-related octivity

Guard Duty Finding with o high lewel: EC2 instance i-85606¢1010d:000e5 is cuerying o domain name
Gssocicted with o knows Commond & Control server

Guard Duty Finding with o Migh level: (-05605e1010090eS (s perforeing RDP beute force attocks
ogainst 172.16.8.23. Beute force attacks ore used to geim unauthoeized occess to your instance
by guessing the RDP possword

Guord Duty Finding with o medium level: [C2 instance i-05626e101005030¢5 is perforwing outbound
port scons ogeinst resote host 172.16.9.22

Guard Duty Finding with o high level: {-25606e1104090eS (s perforeing SSH beute force ottocks
ogainst 172.16.0.22. Brute force attacks ore used to gein snuthorized occess to your instance
by guessing the S possword.

predeceder hestname.

1p-172-16-0-21

ip-172-16-0-21

1p-172-16-0-21

ip-172-16-0-2

p-172-16-0-21

ip-172-16-0-21

p-172-16-0-21

From this IP address | check my logs to see if there are any other events involving this
destination and | find multiple guardduty alerts for traffic to known C&C server, an

ssh brute force attack against one of my instances, and a few other attacks. Let’s look
at my involved instance for the culprit.
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aist 24th 2018, 16:16:44, 343

Most common destination

58.218.205.75

File responsible for
outbound connection

'/bin/pip3.7' added to the file system.l

*rule pler aame L3l
+rle.geald aame 41
QQme M, ek

Here | can see a record of the netstat table being changed to involve the known

destination IP on that host. It looks like the binary pip3.7 is responsible for the traffic.

| do a quick lookup on the hash for the binary on virustotal and find this this binary is
actually a known crypto miner.

Ive now done a full stack analysis of a suspicious network event all the way down to
the binary responsible for the traffic. What next? Well how did they get in in the first

place?

| can go back through all new file alerts and find the user and binary responsible for
creating this one. | find that apache was the user writing the file to disk and can
assume | have a vulnerable webserver. But how?
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Rules Package
. Instance i-063¢3b88948150602 is vuinerable to C... Common Vulnerabilities and Exposures-1.1

Finding for assessment target 'everything' and template 'everything'

am:awsinspectorus-east-1 target/D-TOJNoL A

S444CTMD-3421-133-1833-5e£432800506_885045¢5-3M8a-0063-d70f-194994c58260

everything

everything

Yesterday at 10:55 PM (GMT-4) (12 hours ago)

Yesterday at 11:56 PM (GMT-4) (11 hours age)

Analysis complete

Common Vinerabiities and Exposures-1.1

106303088048 150602

Instance i-063e3088948150602 is vuinerable to CVE-2018-10897

Hoh O

A directory traversal issue was found in reposyne, nmum«mmwummmnmmmmummmn
repository, they may be able to copy Sles outside of via path traversal. i reposync is nunning with heightened peivileges on &
targeted systeen, this flaw coukd potentially resut v-vn g of critical fles. Version 1.1.31 and okler are belleved to be affected.

Use your Operating System's update feature 1o update package yum-phgin-prcrities-0:1.1.31-45.amzn2.0.1, yum-utiis-0:1.1.31-45.amzn2.0.1. For more information see
hitpsc/jcve. mitre.ong/cgi-binicvename. coiPnamesCVE-2018-10897

Using inspector | am able to scan my instance to for common vulnerabilities and
found that my server was vulnerable to a known CVE that allows for files to be
written to disk as the webserver user



Visibility |== o,
DLP Macie

EDR Cloudwatch + osquery, GRR

Netflow Cloudwatch + VPCFlow
@ DNS Cloudwatch + Route53

Access and authentication a CloudTrail

Ll uditing
Active Directory Directory Service

Identity Management IAM
S~ Single Sign On AWS SSO
ACCO u nta bl | Ity Vulnerability scanner Inspector
Configuration Management AWS config

Logging Cloudwatch + Firchose + La
mbda

For a quick recap, | am able to view activity in my cloud environment very similarly to
how | would in my on prem environment. | use these cloud native tools to increase

visibility until I am able to find accountability for all actions. Using just tools available
from AWS and opensource | can monitor my environment effectively



DEPARTMENT of INVESTIGATION

FBIO

SPECIAL AGENT

BURT TYRANNOSAURUS MACKLIN
OF THE FEDERAL BUREAU OF JUSTICE
UNITED STATES DEPARTMENT OF INVESTIGATION

Last but not least, let’s take a look at squirrely attacker personal lifecycle.

They start working hard but not seeing financial returns they need to live how they
want to

Then they discover with a few investments they can start making money easily with
cryptominers
Next they use those ill gotten gains to buy the only lambo in easter Europe

Which leads to them getting arrested for tax evasion
Which leads to them flipping to act as a witness and end up in the witness protection

program
Only to start the cycle again
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Thank you all very much for your time today.

And as always remember my motto, flag it, tag it, and bag it.
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