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Visual Threat Hunting

By Ryan Nolette
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What am I trying to accomplish?

Perform a Threat Hunt
Find internal hosts beaconing out

Explain what I found to my management
Justify my time to Hunt
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Tools used in this talk

Bro sensor - https://www.bro.org/
Configured to output logs to json

Graphviz - http://www.graphviz.org/
To create visuals of the data bro is producing

Python - https://www.python.org/
To convert bro data to graphviz formatting
https://github.com/sonofagl1tch/visualizatio
n/tree/master/VisualThreatHunting

Centos 7 minimal server to run bro
Because the GUI makes you weak
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Log Crawling

What systems if any are 
beaconing out?

Where did it beacon out?

How do I know it was 
beaconing and not 
legitimate traffic? ?

?
?
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Process: High Level
{"ts":"2017-05-02T08:58:57.049184Z",
"uid":"CkEcDTYCQO80oIlF2",
"id.orig_h":"192.168.1.143",
"id.orig_p":49204,
"id.resp_h":"239.255.255.250",
"id.resp_p":1900,
"proto":"udp",
"duration":2.96896,
"orig_bytes":700,
"resp_bytes":0,
"conn_state":"S0",
"local_orig":true,
"local_resp":false,
"missed_bytes":0,
"history":"D",
"orig_pkts":4,
"orig_ip_bytes":812,
"resp_pkts":0,
"resp_ip_bytes":0,
"tunnel_parents":[]}
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relationships

What systems if any 
are beaconing out?

Where did it beacon 
out?

How do I know it was 
beaconing and not 
legitimate traffic? ?
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Explain what I found to my management

What systems if any 
are beaconing out?

Where did it beacon 
out?

How do I know it was 
beaconing and not 
legitimate traffic?
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Justify my time to Hunt

Log Crawling

• Cost of hunt
• 8 hours
• $50/hr
• $400/day

Explain what I found 
to my management

• Cost of hunt
• 4 hours
• $50/hr
• $200/day

Actionable Hunting

• Cost of hunt
• 2 hours
• $50/hr
• $100/day
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