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Now,	your	list	may	be	different	than	mine.	That’s	OK.	The	biggest	perk	of	the	
watchlists,	in	my	opinion,	is	their	flexibility	and	ease	of	updating/adapting	to	
incorporate	new	information.	Basically,	the	more	you	learn,	the	more	the	feed	can	be	
refined	for	efficiency	and	effectiveness	in	your	environment.
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I	chose	to	go	with	the	three-tiered	confidence	method.	I	chose	this	approach	because	
of	my	confidence	in	the	data	gathered.	I	think	a	few	of	these	rules	could	produce	false	
positive	events	in	my	environment	and	because	of	that,	I	have	chosen	the	approach	
that	allows	me	to	separate	these	possible	problem	rules	to	unique	watchlists.	This	
approach	will	allow	me	to	disable	any	noisy	watchlists without	turning	everything	off	
and	keep	my	environment	quiet,	secure	and	functional.
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Watchlist 1:
This	watchlist contains	all	of	the	file	artifacts	I	gathered.	These	are	all	indicators	that	if	
I	see	them,	I	know	they	are	not	false	positives	and	that	I	should	immediately	take	
action.	I	have	high	confidence	in	these	indicators	and	am	treating	them	as	such.

Watchlist 2:
This	watchlist is	looking	for	the	known	domain	that	WireLurker connects	to.	Currently,	
there	is	only	one	known	domain.	This	is	uncommon	for	malware	these	days	but	not	
unheard	of.	This	watchlist is	kept	uniquely	to	network	traffic	only	to	cut	down	on	
editing	later	on.	I	have	high	confidence	in	this	domain	being	malicious.	However,	
domains	change	quickly,	and	I	do	not	expect	this	watchlist to	always	give	me	a	true	
positive	result,	nor	do	I	expect	it	to	be	around	for	a	long	time.
Therefore,	I	keep	it	separate	and	can	easily	disable	it	when	I	deem	it	no	longer	useful.

Watchlist 3:
This	watchlist contains	my	low-confidence	queries.	These	queries	will	contain	false	
positives	and	I	know	that	going	into	this.	The	reason	they	will	fire	false	positives	is	
because	of	how	broad	they	are.	I	have	high	confidence	that	anything	under	
“/Applications/*/start.sh”	will	not	be	legitimate	but	I	have	not	tested	every	software	
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ever	in	every	environment,	so	I	leave	room	for	false	positives.

Also,	the	command	for	chflags to	hidden	is	not	an	uncommon	command.	It	is	usually	
not	used	legitimately	because	it	hides	things	from	finder	but	not	from	command	line.
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Above	you	can	see	an	example	of	the	watchlist I	created	for	
“filemod:Applications/*/start.sh.”	As	you	can	see,	when	I	set	off	the	watchlist with	
the	creation	of	start.sh	in	the	file	path	of	
“/Applications/TeamViewer.app/Contents/MacOS/start.sh.”
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Below,	you	can	see	the	drill	down	of	the	command	the	script	used	to	create	this	file	
(it	used	the	touch	command).
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Using	these	types	of	techniques,	you	can	find	enough	information	online	about	pretty	
much	any	common	threat/malware	and	create	a	watchlist for	detection	and	a	block	
rule	for	protection.	In	this	presentation	I	used	WireLurker as	an	example,	but	it	could	
have	easily	been	replaced	with	Zeus,	CryptoLocker,	or	whatever	is	currently	
threatening	your	environment.


